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Overview

FortiGate Connector for Cisco ACI (Application Centric Infrastructure) is the Fortinet solution to provide seamless
integration between Fortinet Firewall (Fortigate) deployments and the Cisco APIC (Application Policy
Infrastructure Controller). This integration allows customers to perform single point of FortiGate configuration
and Management operation through Cisco APIC.

While the FortiGate series of firewalls enable superb firewall services, in a data center environment, the insertion,
configuration, and management of network services such as firewall can be quite complex and potentially error-
prone tasks. One solution for such data center problems is Cisco’s ACI. Cisco’s ACl is a policy-based framework
with integration of software and hardware in the underlying leaf-spine fabric. In Cisco ACI, the APIC is a tool used
to automate service insertion and provisioning into the fabric of the network environment. Network service
appliances, both physical and virtual, can be attached to ACI fabric’s leaf node through APIC. Traffic demanding
certain network services is steered by APIC-managed policies to the appropriate resources. The FortiGate
Connector allows FortiGates to be included amongst the list of resources that traffic can be directed to.
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o |
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// /,,- / \ / \\ N Eqdpomt Groups

// /,
~— - ——
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EPG - WAN Firewall VM-Firewall EPG1 Users EPG2 Users
Licensing

FortiGate Connector for Cisco ACI is free of charge for Fortinet customers. You need to make sure that you
register your FortiGate with FortiCare on support.fortinet.com.
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Terms and concepts Overview

Terms and concepts

FortiGate VDOMs

VDOM or Virtual Domain refers to a discretely administered segment on a FortiGate firewall. A FortiGate firewall
that is not segmented and where a single administrator can access all of the firewall is operating in the “root”
VDOM. However, it is possible to segment the FortiGate so that different administrators can access different
areas of the FortiGate. Credentials for VDOM X will allow access to the resources and settings of VDOM A but no
other. There will also be global resources and settings that will require credentials to the root VDOM. When
setting up connectivity between Cisco APIC and the FortiGates it will be important to know which VDOMs control
the needed resources.

FortiOS RESTful API

REST (sometimes spelled ReST) stands for Representational State Transfer. It is a software architectural style
for the WWW. REST systems typically communication over HTTP, using HTTP verbs or commands to retrieve
and send information to remote servers.

A good resource for the finer details of Fortinet’s implementation of ReST can be found at
http://docs.fortinet.com/uploaded/files/1276/FortiAuthenticator REST_API_Solution_Guide.pdf

North/South and East/West Traffic

The cardinal compass direction terms to describe traffic flow are used to differentiate between traffic within the
cloud or data center and traffic going in and out of the cloud or data center.

« North/South - traffic either heading into or out of a cloud or data center.
o East/West - traffic that is between nodes inside the same cloud or data center.

8 FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
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Features Supported Features

Features

There are a number of features associated with firewalls in general and FortiGate firewalls in particular. This
section should explain which of these features are available through the FortiGate Connector and which are not.

Supported Features

The FortiGate Connector for Cisco ACI supports the following functions:

Baseline features from v.1.0 to v.1.1

« Cisco ACI service insertion - software package for FortiGate device deployed to Cisco APIC, containing FortiGate
models, function description, version, credentials, as a L4-L7 service.

« Enable tenant configuration to add/modify/delete L4-L7 device of FortiGate firewall service.
« Enable FortiGate deployment as both physical and virtual device (FortiGate chassis & VM).
« Support both transparent (GoThrough) and L3 (GoTo) device mode .

o Automatically create VDOM (context). One VDOM per logical device under a tenant.

« Enable FortiGate specific interface configuration: physical interface and port channel.

o Support IP address configuration on Layer 3 interfaces.

« Support subnet and service object configuration.

« Enable FortiGate firewall device to connect to endpoint groups (EPGs).

« Support IPv4 policies: match, action, network operations & security features’ selection.

o Support NAT.

« Enable service graph to add/modify/delete FortiGate firewall service node

o Multiple interfaces can be added in the same device

« Single logical port can be shared in the same EPG for multiple service graphs

« Single VDOM can be used in multiple service graphs

Additional features added in v1.2

« High Availability (Active-Standby Mode)

o OSPF based routing configuration in the L3 (GoTo) mode

« Support for logging and error reporting of Fortigate as a L4-L7 device
o Automatically create VDOM based on APIC virtual device ID

« Policy enable/disable support

« Enable/Disable DDoS features

« Enable/Disable UTM Security Profiles

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 9
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Unsupported Features Features

Additional features added in v1.3

IPv6 Policy Configuration

Firewall Port Forwarding (Destination NAT)

APIC Dynamic EPG Notification

Monitor Fortigate Devices (Health) Status
Fortigate Device Packet Statistics on physical port

Unsupported Features

10

The following features normally found on FortiGates are not supported through the FortiGate Connector for Cisco
ACI.

Proxy Policy

SSL/SSH Inspection

FortiGate WAN load balance link.

Administrator profile for limited access of different administrator accounts.
Firewall port forwarding (destination NAT).

Firewall logging: allowed traffic, security events, all sessions, etc.

Firewall packet capture.

Firewall with FortiGuard DDNS.

Other Firewall features not specifically listed as supported.

The unsupported features on APIC may still be used on FortiGate outside of the APIC control; the user must login
to FortiGate to configure, monitor, and debug. However, any conflict with the operations from APIC may cause
malfunction.

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
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Supported Fortinet Products Models

Supported Fortinet Products

The supported Fortinet products refers to those that are compatible with the FortiGate Connector for Cisco ACI
software, and will properly integrate into the Cisco ACI. The products are separated into models and firmware but
it is an “and” set of parameters. In order to be supported the Fortinet product has to be one of the listed models
running supported firmware.

Models

FortiGate Connector for Cisco ACI v1.3 supports the following predefined models:

» FG-300D

« FG-600D

« FG-900D

« FG-1000C
« FG-1000D
o FG-1200D
« FG-1500D
« FG-3000D
« FG-3100D
o FG-3200D
« FG-3700D
e FG-VM

Unknown models

The use of FortiGate Connector can be attempted with any FortiGate model, but do so with caution. Only those
listed above have been confirmed. If an unknown model of FortiGate is used, the user needs to verify port names
match the real FortiGate model.

Firmware Versions

FortiGate Connector v1.3 for Cisco ACI is compatible with the following FortiOS firmware:

o FortiOS 5.4 and above

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 11
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Cisco Side Prerequisites

Prerequisites

Cisco Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied within the Cisco environment.

One of the following Cisco ACI environments needs to be in place:

Cisco ACI v1.2(2h) or later

Within the Cisco ACI, the following configurations need to be completed before Layer 4 -7 Services (in this case,
the FortiGate Connector) can be deployed:

Creation of Access Policies configuration under Fabric menu
Creation of any need Tenant(s)

Creation of Network(s) (including Bridge Domain)

Creation of Application Profile(s)

Creation of End Point Group(s)

Creation of Contract(s)

Create OSPF L30Out (Only if OSPF is required)

For detail, please consult Cisco APIC deployment Guide.

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_
Deployment/guide/b_L4L7_Deploy.html

FortiGate Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied on the FortiGate side of the equation.

Physical Firewall

1. Configure administrator user name and password.
2. Enable http/https on mgmt. port.
3. Configure IP address in mgmt. port.
4. Enable VDOM-Admin globally.
5. Configure Port-Group if needed.
VM Firewall
1. Assign network ports before start VM
2. Configure administrator user name and password.
3. Enable http/https on mgmt. port.

12
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Prerequisites FortiGate Side

4. Configure IP address in mgmt. Ports
5. Enable VDOM-Admin globally

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 13
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FortiGate Side Components of the Device Package
Components of the Device Package

To add a network service to ACI fabric, the service’s device package needs to be uploaded to APIC. The device
package is a zip file containing these components:

Device model or specification

The Device Specification is an XML file called DeviceModel . xml that covers descriptions of FortiGate
devices, interfaces, connectivity and services. The file contains a hierarchical description of FortiGate devices,
including:

« Device functions

« Parameters of each function

« Interfaces/network connectivity information of each function.

Device script

This is a Python file, DeviceScript.py with API functions to interface between the Cisco APIC and the
FortiGate REST APIs. This Python file is associated by the DeviceModel.xml device specification to device script
for APIC.

Directory of supporting files

This component contains supporting Python files, text files and libraries of scripts and tools.

Image file or directory

The directory contains file(s) such as a Fortinet icon (Fortinet name.gif)to be displayed on the APIC
management page. There are two types of network service devices which Cisco APIC integrates with. These
types of devices are defined by their operation mode. They are either Go Through or Go To. Normally a device as
to be preconfigured as one of these types before its imported package is managed by the APIC.

14 FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
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Components of the Device Package FortiGate Side

REST APIs
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Go Through Mode (Layer 2) Operational modes

Operational modes

There are two types of network service devices which Cisco APIC integrates with. These types of devices are
defined by their operation mode. They are either Go Through or Go To. Normally a device has to be
preconfigured as one of these types before its imported package is managed by the APIC.

Go Through Mode (Layer 2)

Devices in Go Through mode are considered layer 2 devices (from the OSI model) and are sometimes known as
transparent. They are referred to as transparent because while the traffic goes through them and can be affected
by them, they are not seen by the network and are not a destination in their own right for the traffic. They do not
route traffic. These devices are not referred to by the packet’s destination MAC or IP address. In most cases,
these devices will only have an address for the purposes of management.

Go To Mode (Layer 3)

Devices in Go To mode are considered Layer 3 (from the OSI model) devices. They can route traffic and they are
referenced as the destination in a packet’s destination MAC address or destination IP address.

Multi-tenant multi-device support

« Multi-tenant Multi-device is typical in the use cases of this project. The support is worth more detailed description.
When FortiGate device is added a tenant’s L4-L7 services, multi-context aware can be enabled. This indicates to
the device package that the L4-L7 device is going to be a virtual device that shares resources with other tenants on
the FortiGate. In FortiGate implementation, this virtual device is represented by a VDOM. Under each tenant,
multiple such virtual devices can be configured. VDOM name is the virtual device ID generated by APIC when a
virtual device is added.

« Each tenant sees all available interfaces and can share interfaces (ports) with other tenants, if it is multi-context
aware. For Physical Device under L3 Routed (GoTo) Mode, Tenant can share physical interface as VLAN is used to
isolate the physical interface. In VM Device, this is not true. You can only use dedicated VNIC.

16 FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
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New Feature Deployment Guide

New Feature Deployment Guide

IPv6

IPv6 Interface Configuration
We now support IPv6 configuration on interface level. Please consult below screen shot.

L4-L7 Services Function Profile - 3719 i

[T Fauks  Hislory
E ACTIONS -
Properties
Mame: 319
Descripion:

Amsociated Funcion: Fortinet-FGAPIC-1.3/F irewall

FEATURES AND PARAMETERS

Features: Basic Parameters Ab Parameterny
4 3 Device Conll Device:
|_#_=7 Devicsinterface exdernal 1 fabe false:
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1| Device IP Hetmaskiex. 255.255 255.0) IPHietmask 255.25.255.0 faise fakse
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b L) VDOM-Folder weom-folder false false:
IPv6 Policy

Once we configured IPv6 addresses onto interfaces, we can configure IPv6 policy to enforce the traffic. Please
consult below screenshot.
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IPv6

L4-L7 Services Function Profile - 3719
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FEATURES AND PARAMETERS

Fuatures

Mena Foker Param Koy

New Feature Deployment Guide

i
History

ACTIONS -

b 1Py Des Poiy IPVGD0S- PobeyFokder false

b 1 1Pvé Frewallacdresses IPEF ViddresaF cider false:

4 I 1P Policy IPEFWPokcyFolter Talse

4 ' FrewalPolcyRuledDi Number Only - EX.1.2.) 100 false:

T Actiond acceptidenyissl.vpn) Action accept false fales

» ' Destnabon Address o VIP DestaddrVIP Talse

] incoming interface(intemabiexenna) Inintestace inbernal false false.

= Hame Haene IPv6_paibey falss faiss.

£ Ordertin Crdertio 100 ue false:

1 Outcoming inbertace(imermabederna) Cusinilerface external false falss

* ) Source Address Folder SrcAddr older faise:

51 schedule st name sthedule.ist.name PolicyObjects/ScheduleF olderabuays fase false

D service ‘service-nt-name PolicyObjectsFWWServiceFolder ALL fale Talse.

5 Enabie This Policy status enabie fakse falss

T e VP PG VIVIPT 0k8T Talss

¥ L ScheduleFoider ScheduleF oider false.
Il VDOM-Folder vien.foider Talse faise -

IPv6 Dos

Optionally, we can configure IPv6 Dos feature.

L4-L7 Services Function Profile - 3719

Properties

Associated Funclion. Fortinet-FGAPIC. 1.3 Firewall

FEATURES AND PARAMETERS

Basic Parameters

Features:

Please consult below screenshot.
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New Feature Deployment Guide Firewall Port Forwarding (Destination NAT)

IPv6 Virtual IPs

In addition, we can configure IPv6 Virtual IP feature which you can apply to IPv6 Policy. Please consult below

screenshot.
L4-L7 Services Function Profile - 3719 i
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Firewall Port Forwarding (Destination NAT)

IP Pool Configuration

Below screenshot illustrated how to define IPv4 IP Pool. Due to the layout format ACI is providing, we have to list
all the sub-features within the IP Pool. Please consult Fortigate Configuration Guide for option(s) that goes with
appropriate Sub-feature. Otherwise, we will see error when push configuration from APIC down to Fortigate.
From a very high level, here is the break down lay out of the Sub-feature and the accommodated options.

IP Pool type IPv4 Pool
Name
Comments
Type Overload One-to-One Fixed Port Range Port Block Allocation
External IP Range X X X X
FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 19
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Firewall Port Forwarding (Destination NAT) New Feature Deployment Guide

Internal IP Range N/A N/A N/A
Block Size N/A N/A N/A X
Blocks per User N/A N/A N/A X
ARP Reply X X X X

L4-L7 Services Function Profile - 3719 i
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IPv4 Virtual IPs

IPv4 Virtual IP Pool can also configure for DNAT feature. Please consult below screenshot.
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New Feature Deployment Guide

L4-L7 Services Function Profile - 3719
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b L IPvd Firewalliddresses PP WihdcressF cider false:
+ L 1Pva 1P Poal IPHFWIPPooEF cider Talsa
b (Pt Pokey PP WPokcyF older false:
[ rwawe PP AVIPFobiee Talse.
a ¥ Frewatne DemolPwiviP faise
A F Netwerk Hebwork false

£ Estermal IP Address Rangs EdernalPtddressiia. 10111102 fabse tale

1 Intestace(raemaliedernaliany) Inierface any fabse false:

3 Mapped IP Agdress Range MappediPAddressRta ., 22212222 false Talva

4 Port Forwarding Portf cewarding false:

T} Exdernal Service Port{-65535).(0-65535, 8000 false Talse

1) Map to Port(0-65535)-(0-6553%) MapToPort 000 [ falso

T3 Port Forwarding enableidisable PatferwardegEnable  enable false fabse

) Protocol (1cp.udp, sctp of Kmp) Protocol udp false falsa

4 ) Source Address Fiter SourcaAddress or false

1 Source Address Fiter onof Seurcahddisss RarOn  on fabse alse

1) Sourcs IPRangerSubnet SourcalPRangeSubnel 16111724 fabe falsa

¥ 1PV Do Poley IPAD0S. PoleyF okdor falsa
b LD IPvE Frewatidaresees IPAFVddeesel older false

DNAT Enable on Policy

Once above DNAT sub-components are configured, we can apply them to the Policy level. Please consult below

screenshot for reference.

L4-L7 Services Function Profile - 3719

Properties
Hame: 3719
Description:

Agsociated Funcsion. Fortinet-FGAPIC 1. 3Firevall

FEATURES AND PARAMETERS

s e m

Features:

ACTIONS =

¥ Ll P 1P Poot

fabse
[=maro R e | false
4 5 FirewalPobciRulelD{Number Only - EX 1.2..) 0 Sa—-

T ction(acoeptidenyissl-vpn) Action acoept Talse false

* I Destination Address or VIP DestaddriP Talse:

E| incoming intertace{imemabiederna) ininterface internal fabse: false:

I LoggingCptiors Logging Talse

| Hame Hame 10 false. false

=3 HalF okder HatF ckder Talse

51| Finec Port|enableidisable) FioedPort enable fabse. false

4 3 P Pool Configuration IPPOAConTiG older Talse

| 17 Pool Config IPPoaConty false: fabse

2w enable Talse false

E| Hatienabieidsatic) Hat enable fakse. fabe

=/ ordertio Ordertia 10 true false

| Cutcoming exdemal false: Talse

Ol SecurtyProfies SecurtProfies fabse

* Ll Source Address Feider SreagiF oder Talse

5| schedule list name schedule PolcyObjectsScheculeF clder abays fabse. false

| Servce Senvce PolcyObjectsFYVServceFolter/aLL Talse: Talse
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Device Health New Feature Deployment Guide

Device Health

From L4-L7 Device level, we can obtain the Fortigate Device Health. Navigate to L4-L7 Services> L4-L7
Devices>Device Name> Concrete Device> Health Tab, you can obtain the device health. Please consult
below screenshot for reference.

Concrete Device - FG3719_Device_1 i

e -
Chid - Rslation 1 -

T FGIT19_Device_1

1l Concrete Device
FG3719_Device_iy

Interface Statistic

From L4-L7 Device level, we can also obtain the Fortigate Interface Statistic. Navigate to L4-L7 Services> L4-
L7 Devices>Device Name> Concrete Device> Interface>Stats Tab, you can observe interface statistic by
enabling various statistic indicator such as RX/TX...etc. Please consult below screenshot for reference.
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New Feature Deployment Guide Dynamic EPG Notification

CIE(=]vi]E-] 100 | JU—
oo [N 15 Froem | 3008/07 08 | To | 3814,07 08
Enable Stats Indicators
i
[omusmce | [somer | e |

Dynamic EPG Notification

This feature allowing us to dynamically update of object group membership, where it corresponds to an End Point
Group (EPG). You can dynamically add IP addresses/subnets based on endpoint/network attachment notification
by ACI.

For this feature, we have created two groups “dyn_epg _ext grp”and“dyn_epg int grp” which you can
apply to the policy source field. When an end point is detected, notification will received from ACI and the
endpoint IP will added to this membership group where policy will be applied.

L4-L7 Services Function Profile - 3719v2 i
[N E  Fauts  Hestory
Properties
Name: 3719v2
Description:

Associated Function: Fortinet-FGAPIC-1. 3 Firewall

FEATURES AND PARAMETERS

Features e : Im

0 Action{ scospidany st ven) Bcsion aceapt falsn falss
| » ) Destnaton Addesss oe VIP Destigarp false.
B incarming inbarface(intermalierderna) Indeerface iedermal false false.
| * ' LoggingOphons Logung false
B nome Name 1] false false
| 1) orderti Ordertin 1 rue ™
D Outcoming asdormal false false
| * L SecurbyProties SecuityProties taise
[0 45 Source Addrem Folser SrchdaeF older | false
| T Source Radress Hame(l | Srchoe PolcyDbmctuIPyAF Wikdiesal oises/ st talsa talse
1531 Source Addrews Geoup Nameldyn_spg_inl_r - P _eogniop | false ™
| 2 schedule st name schedule. PolcyObjectySchedulef ciderfahrays faise: faise:
) service Servce PolcyObjectF WerviceF older/ALL false falss
| 1) Enatie This Poscr atus anatis Talse. taise:
b Ll FirewatPoicyRulelD{Number Only - EX. 12..) ] ™
| ¥ 2l 19y Des Pty 1PVEDGS- PokeF olser Talse

b 1 1Pt Frewaliddresses IPvAFiaddressF ok fakse v
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Dynamic EPG Notification New Feature Deployment Guide

From above example, we added “dyn_epg int grp”to Source Address Group Name field under Policy 10

Function Connector - provider i

m Fauls Hestory
ACTIONS =

Properties

Tame: provider
Aftachment Notiicaion:

WMeta Connector: Frewallfmernal - @

SHOW U SAGE ” SLUBMIT ] RESET |

Curmer Systern Tieme: 2018-01 08113 & 07 00

From L4-L7 Service Graph Template>Function Node>Consumer/Provider, we have to check the box
Attachment Notification in order for ACI to notify Fortigate when Endpoint attached to the Group.

| EPG - App1 i

O]
EPG Operational level indicated Endpoint attached to the EPG.
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New Feature Deployment Guide Dynamic EPG Notification

& 5239 ~| dpcresteNew = 1 Alphabeticaty
s Fortiview » Type Details Interface Visibility Ret

w§ Network -
& System > Wikacard FQDN ~ adobelogincom Doany ] 1
Ia Policy & Objects | [ Gotomeeting Wilkdcard FQDN “ gotomeeting.com O any -] 1
sy 1P Rangs 10212134200 - 10.212.154.210 (2N SSLVEN tunned intartace (ss1 525%) (-] 2
Wikdcard FQDN “mindowsupdate.com O any e 1
oY Wildcard FQDN * adobe.com Dany ] 1
1Pwd Access Control List Subnet 0.0.0.0/0 O any (-] 4
IPvé Access Control List B andreid Wikdeard FQDN *android.com D any (-] 1
1P Dos Pulicy 1B apple ‘Wikdcard FQDN “.appie.com O any (] 1
19v6 Dos Polcy 8 sopstore Wikdcard FQDN * appitore.com O any -] 1
B autnghems FQDN authghems O any (] 1
B autoupdate.operacom FQODN autoupdate.opera.com O any ] 1
Internet Service Database citrix Wikdcard FQDN *citrisonline.com Dany -] 1
Services B dropboxcom Wikdcard FQDN * dropbox.com O any. -] 1
Schadules dyn_App1_15.1120 Subnet 15.1.120/32 O any e 1
— Oyn_Web1_16.1.120 Subret 161120132 Dany ] 1
B dyn_epg_addr_none Subnet 0.0.0.0/32 O any -] o
W Pooks Beene Wikdcard FQDN eeasecom Oany e 1
Traffic Shapers firefox update server Wikdcard FQDN aus*.mozillaorg O any 1
Traffic Shaping Pollcy D ortiner Wikicard FQDN “fortinet.com Oany ® 1
& Security Profiles 5 B poogle-drive Wikdcard FQDN “drive google.com Dany L] 1
S 5 | B poogie-play FQODN playgooge.com Oany L] 1
Wikdcard FQDN * ggphtcom O any ] 1
& User & Device Widcard FQDN " books google.com O any ° 1
 WIFi & Switch Controlier » | {3 googleapis.com Wikdcard FQDN * googleapis.com O any ] 1
o8l Log & Report > Elicloud Wikdcard FQDN * icloudcom Oany ® 1
€ Moniter 5 D itunes Wiktcard FQDN *itunes.apple.com D oany (] 1
Wikdcard FQDN *Jive.com Dany (] 0
migrasof Wikteard FQDN " microsoft.com D oany (] 1
B none Subnet 0.0.0.0/32 O any -] 0
shype Wikdeard FQDN * messengerlivecom Doany (] 1
1B softwareupdate vmware com FQDN softwareupdatevmware.com O any (-] 1

Q B e o e e amiin e - - " .

Fortigate Appended dynamic added Endpoint to the Group.
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Physical Fortigate Supported use scenarios

Supported use scenarios

Physical Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.

Virtual Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.
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Deployment Procedures Device package installation

Deployment Procedures

Below sections, we will walk through the high level of how to deploy a service insertion as well as detail
procedures of how to perform each steps.

Device package installation

To successfully deploy Fortigate Connector into Cisco APIC, customers need to perform the following steps:

Import Device Package

Add L4-L7 Device

Create Functional Profile
Create Service Graph Template
Deploy Service Graph Template.

a0 Dd =

Service Deployment

According to the APIC deployment guide, a service device introduces a Layer 4 to Layer 7 service by this typical

procedure:
1. Import the device package of the service device,
2. Configure a tenant who asks for network services,
3. Register the device and its logical interfaces,
4. Configure logical device parameters,
5. Configure a layer 3 network,
6. Configure a bridge domain,
7. Configure an application profile,
8. Configure a physical domain (or VMM domain),
9. Configure a VLAN pool,
10. Configure a contract
11. Configure a management endpoint group (EPG),
12. Configure a service graph template,
13. Select default service graph template parameters,
14. Attach the service graph template to a contract

15. Configure additional configuration parameters.

To add a support of a non-Cisco firewall device in the Cisco ACI fabric based data center, a device package
should be developed for the APIC. Then the remaining task is standard APIC deployment of a network service
device.
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Importing the Device Package Deployment Procedures

Importing the Device Package

1. Download Device Connector Package from Fortinet Support Web (URL) site to local storage.

2. From APIC menu, Navigate to L4-L7 Services > Packages and right click on L4-L7 Device Type on the left
hand panel. Select Import Device Package

VM Nebworing L447 Services

Invenioey | Packages.

L4-LT Service Device Typas

=0 o
o

ceEco S 12 Fiewll
Fortinet FGARC LK} Flegwall
Fartnet FGAFIC. 12 Firewall
Fermu FOARC 13 Fiewmil
Fartnet FGAFIC. 51 Firewall
Feamner FOARIC 52 Feamat

Fartnet FGRFIC. 82 Frewall

Remove Device Package

To remove Device Package, navigate to L4-L7 Services > Packages and right click on the Device package on
the left panel and select Delete option.
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Deployment Procedures Basic Steps to add Fortinet Firewall L4-L7 Virtual Device

WM Networking

L4-L7 Service Device Type - Fortinel-FGAPIC-1.2

+ I aramrs =] et
[ | Properties
DI]I:du»’— Vndar, Fortinet S

» T renes B savemn
[RETET - i

v B Forinat FOAPICS S

Modek: FGAPIC
Capabises: GoThrough GoTs
Majer Version: 13
Minor Version: 38
Minimem Fiequired Canroder Varsion: 1.0
APIC Carroler Varsicn:
Fackage Name: Device Scriptoy
Suppored Protocols: ospl
Intariace LM . nipmy
antamal
intmemal

managemant

;Howusac.fl supmrr | mEsET |

Basic Steps to add Fortinet Firewall L4-L7 Virtual Device

Add L4-L7 Device

Within Tenant, Expand L4-L7 Services > L4-L7 Devices, right click on mouse and select “Create L4-L7
devices’

- - 1oty
» I Rbarkin @@ ACTIONS -

gl
I U417 Sorvice Farameters General Device 1
Managea 7] Managemest I Address: 10,160,113 Maragemant Port 443 &
Lo Chassis: siect 5 v - @
Dvice Package: Forinet FGAPIC-1.2
Sanice Type: Frwmal farcas '
i Templates Dmul'm. PHYSICAL T o |
‘Pt - @ poess [
Contest Auare: Multche
PO Hoe-192wR 1130
e -
Clusier Meds: Single Node
" Cluster
» B Devices Selecan Polcies Credentials ol AN — .
» I Desloyed Geaph Instances t Usemame: wimin AR .@ —_—
[ —
Chister niartaces: '
Gonhm Passwon: ——-
e Hary = Concomte reneticen
Configuration State on— [r— T 08_Davice_1port]
s
FWETO0_Davice_1
Duvices Stats: statle provder Tl

SHOW USAGE I sugmrr || mESET
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Basic Steps to add Fortinet Firewall L4-L7 Virtual Device Deployment Procedures

GENERAL
Name Name of the Device
Device Package Select Device Package from drop down list
Model <List of the supported models>
Mode « Single Node / HA Cluster
Function Type o GoThrough (L2)
« Goto (L3)
CONNECTIVITY

Field Description / Options

Physical Domain or VMM Select from drop down list Domain which you should have configured during APIC
Domain Access Policies setup

« Out-of-Band
« In-Band

APIC to Device

CREDENTIALS
Username <login name to the Fortigate>
Password <Password to login to Fortigate>
Confirm Password <Password to login to Fortigate>
Device 1

Field Description / Options

Management IP Address <IP address to connect to Fortigate>
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Deployment Procedures Basic Steps to add Fortinet Firewall L4-L7 Virtual Device

Field Description / Options

« http
Management Port o https
https is the prefer method

Connects To « Port (Default), PC, VPC
Physical Interfaces Click on “+” sign to add interfaces connecting from APIC to FortiGate
Name Select from Drop down list to select port.

(If using Port Channel, please type in the correct Port Channel name
ex:PO1, PO2..etc.)

Cluster
Configure all the fields same as Device 1, with exception to Cluster Interface.

For Cluster Interface, click the “+” icon to add logical device interfaces.

Create Functional Profile Group

) I el [' U SYSTEM TENANTS FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS
AL reanrs | oo o | ear ESREERRRIRI | <= | T2 | et [ e | coee v
L4-L7 Services Function Profile Group - DemoFPGroup
e
[Ol¥]
PROPERTIES

Name: DemoFPGroup
Description: Demo Functional Profile Group
Service Function Profiles:

B Troubleshoot Policies
[EH B tonitoring Folicies
[ 1417 services
[ i 1417 Service Graph Templates ASSOCIATED FUNCTION DESCRIPTION
[ B Function Profiles
GIDemorfon
[ ProfileGroup
B B L4-L7 Devices:
ERTE revmicoo
R i 1moported Devices
-
B 0eployed Graph Instances
IR D=ployed Devices

ices Selection Policies

Remove Functional Profile Group

To remove Functional Profile Group, navigate to Tenant > L4-L7 Services > Functional Profiles and right
click on the Functional Profile group name listed on the left hand panel and select Delete option.
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Basic Steps to add Fortinet Firewall L4-L7 Virtual Device Deployment Procedures

alialn SYSTEM TENANTS FABRIC VM NETWORKING L4-L7 SERVICES

CIsco

ALLTENANTS | ADDTENANT | Search: _ | common | Ten2 | mgmt | infra | c -t
L4-L7 Services Function Profile Group - DemoFPGroup

I Quick Start
B A Tenant Ten2
8 B ~pplication Profiles O i
N B Networking
M L4-L7 Service Parameters PROPERTIES

BB B s=cuity Policies
[ Troubleshoot Policies
BB B Menitoring Policies

Name: DemoFPGroup
Description: Demo Functional Profile Group

) Service Function Profiles:
B 1417 Services
R 1417 Service Graph Templates ASSOCIATED FUNCTION
I Function Profiles DemoFunctionalFrofile Firewall
EW DemoF|

BB profilesi B peete

- L4-L7 Devig Create L4-L7 Services Function Profile
- Imported D§
- Devices Sel.
- Deployed G Post ..
Rl 0eployed Devices

Saveas ..

Create a Function Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

alvali
CIsco
ALLTENANTS

L4-L7 Services Function Profile Group - FP

E ACTIONS +
I L4-L7 Survice Paramatars Properties
» B Secuity Pobcies Mame: FP
[
Sarece Furcson Profies.

= Hare Avoc et Faretion Deserimen

AFTransi Firewal

* B Devce Manigers
+ BB Chassa

Functional Profile Objects Explanation under “Features”:

Device Network:

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the interfaces
(typically external and internal) that will be associated to the VDOM. If user intends to have multiple legs
deployment scenario, this is where he/she can add additional interfaces with unique name.
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Deployment Procedures Basic Steps to add Fortinet Firewall L4-L7 Virtual Device

Beginning with FortiGate Connector v1.2, the device package no longer has the option

\, to select VDOM mode and VDOM name. Instead, the VDOM name is automatically
‘?' generated based on virtual device ID from APIC; the VDOM mode is based selection
of Go-to mode and Go-through mode during the device creation. If Go-to mode is

selected, user must input IP addresses and subnet mask for each interface; if Go-
through mode is selected, user must leave IP address field untouched.

Function Config

Function Config consist of:

o Network
« Thisfield is use for configure Static Routes for IPv4 and IPv6.

« Policy and Objects
« This folder is the container for following list of Folders:

FWServiceFolder — Firewall Service Object container
IPv4/IPv6 DoS Policy — Dos Policy configuration
IPv4/1Pv6 FirewallAddresses — Firewall Addresses Object container
IPv4 Policy — Firewall Policy Rule container
IPv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature
f. ScheduleFolder — Schedule container
« VDOM-Folder
« VDOM internal and external interfaces

» 20 T o

Review

All Field display all the fields in the features listing. If you are satisfy with all your inputs, then hit the submit
button to complete your creation of Functional Profile template.
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Service Graph

i
CISCO

1 Quick Start
nant Ten2

Application Profiles
Networking

L4-L7 Service Parameters
Security Policies

Troubleshoot Policies

Monitoring Policies

R L4L7 services

L4-17 Senvice Graph Templates
Function Profiles
DemaFPGroup.

B ) ProfileGroup

I 117 Devices
ERTE revmiooo

rported Devices:

Devices Selection Policies

Deployed Graph Instances

Deployed Devices

Service Graph

SYSTEM

AT | s o | Searn T

TENANTS FABRIC VM NETWORKING

Create L4-L7 Services Function Profile

Deployment Procedures

L4-L7 SERVICES OPERATIONS

Create Function Profile

Name: [ DemoFunctionalProfile

Description: [optional

Copy Existing Profile Parameters:

Profile: | Fortinet-FGAPIC-1.0/ Basic Firewall-Palicy

bl l

- Features and Parameters

Default

BASICPARAMETERS
FOLDER/PARAM
R () Devicelnterface
8 0 evicelnterface
B (1 FirewallAddresses
[BE ) FirewallAddresses
[EE (7 Firewalladdresses
R O FirewallAddresses
[EE CJ Firewalladdresses
B ] Firewalladdresses
[ O FirewallAddresses
[ O Firewalladdresses
B (1 FirewallAddresses
EH (1 FirevallAddresses

AL PARAMET!
Features B

Al

=]
=]
(=]
=]
=]
(=]
(=]
%]
M

In order to auto apply new values to the parameters of existing graph instance when users madify function profiles, the name oftop folder must be ended with -

MANDATORY LOCKED

porti
port12

Adobe._Login
Gotomesting

Nane
SSLVPN_TUNNEL_ADDR1
Windows_update_2
adebe

all

android

apple.

apostore.

SUBMIT CANCEL

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine

with the Firewall device we defined at earlier steps.

Admin

I o et
4 2 Tarar rans
» B Apgivcaton Profes
» I Netwarking
I U417 Service Facametars
» B Secusity Poicies
I Troublestoot Palices
» B Montorieg Polcies
4 B LALT Sarviess

» I Router conbguratons
4 B Funcien Presien
r B
* B L4LT Devices
I imparied Duvicas
I Devicns Sebection Pabcies
» B Degioyud Graph Instances
» I Degioyed Devicen
(& wommd Mansgement Contguraton tr Liw T
» B Devica Mansgers
» BB Chasss

[k

Drag device clusters to creale graph nodes.

i

ACTIONS =

Fiease dn

Servicelracn Tempiane ']
L] -]
B g
FWIT0

WIS Intermstcn.
Frawall @ Routed ) Transparant

Probls; Fortinet-FGAPK- 1. 2/lssic-Frewal-Fob = ()

suBMT I CANCEL

Right Click on L4-L7 Service Graph Template to create a Service Graph.
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Deployment Procedures Service Graph

Deploy Service Graph

Once we combined the Firewall configuration and associated device together, we are ready to deploy the service
Graph to create a VDOM automatically.

1N
cIsco
ALL TENANTS | Add Tosand

L4-L7 Service Graph Template - RPTransmit

Consumar Provider
I L4LT Survcs Paramaters
+ I Tosublestoot Palices — PHITI0
» I o s
- L]

a
3

" TR rraton
| W fopiy LeLT Service Graph Tempiste Prwwnl: Rowind

» .

& I Fury [#] ESILALY Sarvee Ceagh Templale Profie. RFTransit
-1 - W™

* B8 Ll B foeaave e Ot 04 Graph Termpe

siowusase || sunmer RESET |

Right Click on Service Graph defined from above and select Apply L4-L7 Service Graph Template.

Modify Service Graph

1. From Tenant>Provider EPG>L4-L7 Service Parameters and select the pen icon, which will lead you into edit
mode to modify parameters on deployed Service Graph.

Fabrc W Networking
CIsCco

AL TEMANTS ™ e | Taran® | Axian | mgmt | ra

L4-L7 Service Parameters

- - RN —
Mo Foicon Param ey Convact Nams Servicn Gragh Mame. Sorvics Ferstion Name FoidonfParam nsnce Name Vel Soedte Devcs
* M FrewaltSenice @ RFTrarmit AP AR}
» B FesmatSenics @ P Trammt B A
+ I FlpniSanics @ R Traremt [ AL
¢ FeamsltSanics a FFTarmt AP ALL_ICHP
+ B Feswaltsenics @ R Tranamit AP ALL_TCP
* I FrewaltSerice @ RPTranmit AP ALL_UDF
* I FrewaltSenice 2 R Transmit L4 AOL
* I FeemaitSerics e ¥ Tramemit LI L
+ B FeemsitSanic @ P Trarmt " CVSPIERVER
+ B Feemaltsenics @ P Traramt AP DCERFC
+ B Frswaltsenics @ R Transmit AP DHCF
|_ * I FrewaltSenice @ RFTranmit AP ]
+ &) EPG Targ [T r—— @ R Trantmt L DeviceRoute
v  EP Tend_sse » B Dos a o — . Des Py
» I useg PR + I FermsiBanics a R Tranmt AP EsP
B L4.L7 Sanvice Faramiiers » B FovaiiBarica = e ) ———
L L + I Fremalisenics @ R Transmt AP g
* I FrewaltServics @ RFTranmt L FTF_GET
Y —— @ R Trarmt [ FIP_puT
+ B FermaltSenics @ FPTrammit Lo GCPHER
» I Monitaning Pabcies
* B L4 Services
wn [T 3 Rep— -
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Service Graph Deployment Procedures

2. Onthe next screen, select the Contract name, Graph Name and Node name from the drop down list and all the
associated Service Graph Parameters will be displayed.

3. Expand the field you want to make modification and change the appropriate value from the drop down list and
then hit submit.

alialn FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

CIsco

M Contracts
M static Bindings (Paths)
[ Static Bindings (Leaves) Click row to edit value
S E i
: ;‘:‘:;:M‘" Contract Name: | t @
1B Domains (¥Ms and Bare-Metals) Graph Name: | Tenz/Test256G B
VM Attributes Node Name: | Firewall B
M Management IP Address Pools  cohires el Parirnetics
M L+-L7 Service Parameters
E®cercout Foaliges: BASIC PARAMETERS
ER® ercTest FOLDER/PARAM
ER® ercTests B B3 Device Config Device e
EI® erctestz FIEl B EHC]Devicelnterface port2
1M L4-L7 Service Parameters E B  EHCpevicelnterface port3
B2 B tietwiorking EIEl B  [EHC]FirevallAddresses Adabe_Login
B 1417 Service Parameters El B  EHC0Firevalladdresses verisign
Security Polides El B [EHCTFirewallAddresses update.microsoft.com
BN B Troubleshoot Policies [x =] (2 FirewallAddresses swscan.apple.com
[ER B Monitoring Policies E E  EHCFirevallAddresses softwareupdate ymwiare.com
[ 1417 Senvices El B  EHCIFirevaliaddresses shype
[ 1417 Service Graph Templates Al E B EHC FirewallAddresses microsoft
Bl DemosenviceGraph E B  EHCFircwllAddresses live.com
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{2, Function Node - Firewall B2 B FirewallAddress democontract Test25G Firevall google-play

Remove Service Graph

1. Navigate to Tenant>L4-L7 Services>L4-L7 Service Graph Templates. Right click on Service Graph template
and selectRemove Related Objects Of Graph Template.
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Service Graph

2. Select Contract and Provider EPG from the drop down list and check all 3 boxes:
« Remove Related Contract

« Remove Related EPG Parameters
« Remove Related Device Selection Policies

Hit Submit. This will remove all the related objects for this Service Graph.

il SYSTEM TENANTS FABRIC
cisco

AL TENANTS | a00 TenanT | Search: [ESESSSERSSRRRN | common | Ten2 | memt | infra | c

VM NETWORKING L4-L7 SERVICES OPERATIONS

I Static EndPoint
M Subnets
Bl Domains (VMs and Bare-Metals)

Remove Related Objects Of Graph Template o

To Provider
EPG

Please check Contract, EPG Parameters and Device Selection Policies to remove
Graph Tempalte Name: Test2SG
o ®
Provider EPG / External Network: | Ten2/AP/In h ficl)

Remove Related Contract:
Remove Related EPG Parameters: [¥]
Remove Related Device Selection Policies:

ER~ Testzse
[ Function Profiles SUBMIT CANCEL
[ [ DemoFPGroup

Delete the Service Graph

1. To delete the Service Graph Template, navigate to Tenant > L4-L7 Services > L4-L7 Service Graph

Templates.

2. Right click on template name listed on the left hand panel and select Delete option.

SYSTEM FABRIC VM NETWORKING La-L7 SERVICES
Cisco

OPERATIONS
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GAS] L4-L7 Service Graph Template - DemoServiceGraph
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[ B 1417 Service Graph Templates - s Far ] | .
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BN~ Testzsc | @ Apply L4-L7 Service Graph Template =
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8 m Function Profiles - Firewal

7 Devices E3  Remove Reloted Objects Of Graph Template

B imported Deviced [ Save as

IR il D=vices Selection [

2B Deployed Graph

BB Dcployed Devices
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Service Graph deployed

Once the service graph is deployed, the Fortigate device will received configuration through REST API
commands from the Cisco APIC. Below figure shows a successful service graph deployment. The Interface
configuration such as vlan, IP..etc and firewall policies are all being programmed onto the Fortigate. From this
point forward, any update is continue to be manage by Cisco APIC until the service graph is remove.

Fabrc W Networking
CIsco

ALL TEMANTS | Seach won | Tenan® | Axian | momi | ik

Function Node - RP

I
Properties
lww:x Goto
e ey -
ntemal PWIT00_Davica_Lipsns] ki
providel wlan-$06 nm
| Folders And Parameters
Features. m Al Py
) FrewslASdreises g -
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Installation Variations

Deploying Data Center Layer 2 Segmentation with Cisco ACI and FortiGate

Pre-requisites

« Fabric Access Policies creation relating to
« Vlan Pools
« Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch policies
o Create Tenant, VRF, 2 Bridge Domains, 2 EPGs
« Associate 2 Bridge Domains to VRF
« Associate 2 EPGs to the 2 Bridge Domains
o Layer4-7 Device Package has imported into Cisco APIC

Work Flow

1. Create L4-L7 Device with Go-through Mode
2. Create Functional Profile

3. Create Service Graph Template

4. Deploy Service Graph
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Configuration

Create L4-L7 Device with Go-Through mode on Cisco APIC

1N
cisco

ALL TENANTS | Ad Tosant | Seard

+ I Apgiicaton Protiss
Rt ACTIONS =
I L4-L7 Smrvice Paramaters Device 1
» I Secunty Pabties Management I Acdress: 101601119 Management Port. 443 &
+ I Tocublastact Polices Chassis: Suoct 5 v - @
- . uo--n--vi Pabcies Inbartaons: +
e Graph - o pun
poeTT Hose1F LRI
pom Node-102eR 10
Clustel Mede: Single Node
r Cluster
Credentials Management I Address: 10,150,119 Marapement Port. 443 =
I  foxniil Deven Manager: oo - @
Peaswenrd. .
— Chuster hiertaces: "
L —
— Tiwe Mama = Concrom impraces
Configuration State J—— 2 FWIT00L2_Device_1{ports]
T8l roasd Mansgemen Contguranon fr Le-LT devices Congunten By WO,
ITO0L2_Device_1{pertT]
* I Devce Manigers e e
» I Chases f— e FWITO0L2_Devce_1{por]

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy, such as L4-L7 Device Interface
IP addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

I o et

* I Applizaton Profis .E
ACTIONS =

7 Sarvics Paramaters

Properties
i Name: FP
o Prlcies Daserpton
+ B Mositoriag Falcies Sarvion Puscien Frolies A
o LT
I LeLT Service Graph Templates & My Axscrisned farction Bescronon
» B Router contguratons AFTransit [r—

b BB Croote L447 Sarvcms Pancton Prctie
» .o B -

v omos @ e
» B Degieyed Dovices
TR miead Mansgement Cartgurston kr LT dwicas
» 18 Devica Managers
» B Chasss
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Functional Profile Objects Explanation:

Device Config

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. These are the
interfaces (typically external and internal) that will be associated to the VDOM. If user intends to have
multiple legs deployment scenario, this is where additional interfaces with unique names can be added.

Ay
S L 4
? User must leave IP address field untouched in Go-through mode.

Function Config

Function Config consist of:

o Network
« Thisfield is use for configure Static Routes for IPv4 and IPv6.

« Policy and Objects
o Thisfolder is the container for following list of Folders:

FWServiceFolder — Firewall Service Object container

IPv4/1Pv6 DoS Policy — Dos Policy configuration

IPv4/1Pv6 FirewallAddresses — Firewall Addresses Object container

IPv4 Policy — Firewall Policy Rule container

IPv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature

» 20 T 9w

f. ScheduleFolder — Schedule container
« VDOM-Folder
o« VDOM internal and external interfaces

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.
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1N
cisco

ALL TERANTS | A

[Ol3]

ph Template

ACTIONS =

Drag device clusters to creale graph nodes. |
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| ] Graph Ty # Crate A New One 0 Cloma 40 Exising One
B Tonant! FOVMLE (Managed Fremsil
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+ B Funcion Profies | Tanant FAGTOOL2 Managed Fevent i ol L ]
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woe
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[L T re—
Protls: Fortiat-FGAPIG- 1 2lasic-Frewal-Pob + (@
B Device Mansgers
+ B Chasss -m CANCEL

Deploy Service Graph

Once we combined the Firewall configuration and associated device together, we are ready to deploy the Service
Graph.

L4-L7 Service Graph Template - Layer2SG

Consumer Provider
ﬁ -
FWITDOLE
L ]
L il
_ s
e [T —— ek Tt
LA F3 | B LELT Sarvice Gragh Ternplile - Frotie Basic Frewsd Policy

» I Router contgy B peee
» B Functon Protl ] e Rsised Obiecss Of Grigh Tempiste
e B oseen

» @ rovuz

» B rove Ll

» @ rroac

» Tl PramooL

» B impanied Dunces

I Devicns Sehection Pabcies
» B Degioyud Gaaph Instances
» I Degioyed Devicen
T omsd Mansgement Contguraton tr LELT devices
» I Devica Mansgers
» BB Chasss

On next screen select the Consumer and Provider EPGs and assign a contract name or select a pre-define
contract.
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I o et
4 2 Tarar Toranty

» B Appiscabon Protes
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I L4L7 Service Farameters
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» B Montariag Polcies
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STEP 1 > Contract
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Comant pmanon
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Deploying Data Center Layer 2 Segmentation with Cisco ACI and FortiGate

Next screen select the logical interfaces defined during the creation of L4-L7 Device.

I o et
4 2 Tarar Toranty
» B Appiscabon Protes
+ B Retwarking
I L4L7 Service Farameters
» I Secusity Pokcies
I Troublestoot Palices
» B Montariag Polcies
4 I L4LT Senices
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T
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» B Router contguratons
» B Functon Prosias
4 I L4-L7 Davices.
» T Foviz
» H roviy
+ @ rwarosz
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b B impited Dunces
B Devices Selechion Pobcies
» B Desloyed Geaph Isstances
B Desieyed Dovicen
TE reand Mansgement Contguraton tof
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B s

STEP 2 > Graph 1. Contract
Config A Service Graph
N - e @
=
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Next screen is the last minute to validate all configurations before deploy, then hit the submit button.
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Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate

L3 Segmentation Topology

Spin201

Leaf101

P1/30
13¢.0.0.254/24

VRF2
OSPF/Areal
Import=10.10.10.0/24

Import=130.0.0.0/24
Import=181.0.0.0/24
Export=150.0.0.0/24

Import=150.0.0.0/24
Import=181.0.0.0/24

Port5-vlan805
External:181.0.0.253/24

Portb-vlan806
Internal:130.0.0.253/24

Fortigate
TenantB
= =
J
EPG-App EPG-DB
App Server BD-App DB Server BD-DB
10.10.10.10/24 VRF=VRF1 150.0.0.10/24 VRF=VRF2
Introduction

This document describes the configuration walk through of L4-L7 Service Graph with L3 Segmentation within
Data Center.

Prerequisites
Please pre-configure below configuration before deploying this design:

« Fabric Access Policies creation relating to:
o VLAN Pools
o Domain
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« Attachable Access Entity Profiles
o Interface Policies
o Switch Policies

o L4-L7 Device Package has imported into Cisco APIC

Work Flow

46

1.
2.
3.

10.
1.
12.
13.
14.
15.

Create Tenant (TenantB in our example)
Create VRFs (VRF1 and VRF2 in our example)

Create Bridge Domains and map to VRFs ( Bridge Domain App and DB are mapped to VRF1 and VRF2
respectively in our example)

Create EPGs and map to Bridge Domains (EPG-DB and EPG-App in our example)

Create two L30ut EPGs (1 for Firewall External and 1 for Firewall Internal. In our example, we created
“FortigateExternalOut” for Firewall External and “Fortigatelnternal” for Firewall Internal)

Configure gateway IPs on Bridge Domains (DB and App) for App and DB Servers
Ensure “Unicast Routing” is checked in each Bridge Domain

In Bridge Domain App, associate L3Outs to “FortigateExternalOut”; in Bridge Domain DB, associate L30uts to
“Fortigatelnternal”

Map App and DB machines to EPGs and configure correct IP addresses, and use Bridge Domain IP address
(configured in step 6) as its gateway

Verify App and DB machines can ping to gateway IP address
Create L4-L7 Device with GoTo mode

Create Functional Profile Group as well as Functional Profile
Create Route Profiles

Create L4-L7 Service Graph Template

Deploy L4-L7 Service Graph
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Configuration

Configure the Bridge Domain DB and App as well as VRF1 and VRF2. Associate Bridge
Domain App to VRF1 and Bridge Domain DB to VRF2.
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Installation Variations

Configure L30ut for Fortigate External Interface and associate with VRF1
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Configure Route ID for L30ut Fortigate External Out

4 I Hatariing
» I g Domains
» B vRFs
+ I Exemal Eridged Netwaris.

+ O Cortguend Nodes
4 I Metwris
» T Fogaie_ow
+ B Aote Prosies
4 ) Forsgumiermal
4 I Logical Node Prates
4 T8 Forgaen_we
4 B Logicai inertace Protes

I Roue Proties
» B Prowcol Pokcies

Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate

153

Operations.

Froperties
Mame: ExternaliP
Destrighon: orhoral
Label:
Target OSCP. wnapecibed
Hades P
L IEpUogy oS- Lnode- 101 101.0.0.005 101.0.8.105

[ sHow usace I subw ]

4 B Nesesriang

» I prigge Demany
» B VRFs
» B Extemad Bedped Networs
4 B £l Resuted Netwarks
» I Sl Acton Rube Prosies
(B Makch Acion Ruse Fralies.
4 I Lageal ook Prokes
+ (8l exwmanie
4 B Logical intectace Protss:
4 [ ecwmair
T OPF mtartace Prosie
* B Contgered Nedes.

+ B fooum Praties
b £ Forsgawminmal
b e skt
» B o Prass
» I sl Posces
I L4-L7 Service Parameters
+ I Securty Poiices
+ B Trsustesnos Foscas

VM Netwarking

=

Properties
Narra Fertigate_Out

]

‘Configued VRIF nams. VRFY
Fiescived VRF. usiin. TemantE i VRF1
005 Clnas: Urnpecited -
Taret DSCF: wragmeifed
Contigaraton Swls. appled

External Network Instance Profile - Fortigate_Out

Bubnats: ¢

Ao soovm Agwoamn [ — e ——

181010 024 Expant Reute Conted Subsat =
12000824 Extmal Sutrets for e Extemal EPGH I I
15000024 Extemal Subnets or he Exiemal EFG.

19100024 Estermal Suooats o P Extemal EPG

Ruute Eeonvol Profe
162 168 1 BO0 Export Route Canirol Subnet
[ ——
Sebth Acens 1 1ot e e

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide

Fortinet Technologies Inc.

49



Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate Installation Variations

50

Configure L30ut for Fortigate Internal and associate with VRF2
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Associate EPG “DB” to Bridge Domain “DB” and attach Bridge Domain to VRF2

B Cuicx Stant
4 B Tanar Teran

7 W Agphcanan Protes

4 @ EFG on
I Comains (Vi and Bare Mesats)

(U ee——
I Comac
MR Susc EraPont

I Stk Bndngs (Leaves)
. Conmacs

[

I Sunets
47 Viriual iP5
B L4LT I Address Poo

Servien Patamaters

Operations

el

Lot
usieg EPO taiss
peTagisclass] 10908
oS class: Unspecad

rer st | cne [N
Cordquiatan st appiwd

Contguraton ssues

Label Match Criteri:_AeustOne -
- @

Rissired Bedge Domain. BenantB OB
Moritoring Poiey. saiect 5 o -

B su EsaPn

* I Susnets
I L4T Veral 1Py

b = Tengon
4 I vaFs
» B e
» B v
v B
» B Extemai Bridged Netwarks
4 I Ectamal Reeuted Netwarts
» B St Ackon Fosle Profees
* B Makh Acion Rule Proties
4 € ForigaEsmmalon

Operations

telE2)
Properties

i -

1 =1

— - T

52

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide

Fortinet Technologies Inc.



Installation Variations

Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate

Configure Bridge Domain with Unicast Routing, assign SVI and associate L30ut to

“Fortigatelnternal”
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Create Functional Profile Group and Functional Profile from existing template
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Create Service Graph template
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Deploy Service Graph
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] .
o, Please select for Internal and external connections. In our example, we used
9 “FortigateExternalOut” and Fortigatelnternal” as External and Internal selections
- respectively.
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Check the status and verify Device Selection Policy
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Deploying Firewall Service for North-to-South traffic with OSPF
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This document describes the configuration walkthrough of L4-L7 Service Graph with Route Peering, where the
consumer is external to ACI Fabric and the provider is internal to the Cisco ACI Fabric. With route peering feature
provided by Cisco APIC, external traffic can reach internal servers through L4-L7 Services.

Prerequisites

Please pre-configure below configuration before deploying this design:

« Fabric Access Policies creation relating to:
« VLAN Pools
o Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch Policies
« Layer3 Connection Outside of ACI Fabric
o L4-L7 Device Package has imported into Cisco APIC
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Work Flow
1. Configure routing configuration on external router that attached to ACI Fabric
2. Create Tenant (TenantB in our example)
3. Create VRFs (VRF1 and VRF2 in our example)
4. Create Bridge Domain and map to VRF2 ( TenBDB in our example)
5. Create EPG “EPG-DB2” and map it to Bridge Domain “TenBDB”
6. Create three L30ut EPGs (1 for external Connection, 1 for Firewall External and 1 for Firewall Internal. In our

example, we used “N5k-1" for external Connection, “FortigateExternalOut” for Firewall External and
“Fortigatelnternal” for Firewall Internal)

7. Create gateway IP on Bridge Domain (TenBDB) for VM Server
8. Ensure “Unicast Routing” is checked on Bridge Domain “TenBDB”
9. In Bridge Domain “TenBDB", associate L30uts to “Fortigatelnternal”
10. Map VM Server to EPG “EPG-DB2” and configure IP address and gateway ip address (TenBDB ip address)
11. Verify VM Server can ping to gateway IP
12. Create L4-L7 Device
13. Create Functional Profile Group as well as Functional Profile
14. Create Route Profiles
15. Create L4-L7 Service Graph Template
16. Deploy L4-L7 Service Graph

Configuration

Configure the Bridge Domain TenBDB, VRF1 and VRF2. Associate Bridge Domain TenBDB to
VRF2

WM Networking

------ LT - & s 0
SYSTEMWOE 0 o o o
Aceais o o o L]
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110 1% Managemant o o o o
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EPGs With Health < 99 "
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Configure L4-L7 Device for physical Fortigate (GoTo Mode)
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Configure L30Out for N5K-1 and associate to VRF1

A4y
‘9' All L3Out Interfaces which are used for Route Peering are required to be configured as
a SVI with Vlan Encapsulation accordingly.

4 etvaneng

[ — = pre

» VRS

Properties

» B March Acton Rule Proties R et Ty core
» € ForigaieExemaiDet
» B Forgateiemal Target DSCP: umgecied

Pty Corirol Erctmaet [ papert

» B Rovie Protes
Rutcived VRF. TenasBNRFT
* I Frokscol Peicies
[ — -@
I 1447 Service Parameters =
[T L — - @
[ —r— Rt Carmel For Qamgasieg .
- oring Pobces
+ eir = Sadvses Pl Troe Roues Damgarieg Poscy
» B L4-L7 Servces
e s o e e
Sec Actons 5 a8 e

SHOW USAGE I RESET

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 63
Fortinet Technologies Inc.



Deploying Firewall Service for North-to-South traffic with OSPF

64

Configure SVI for L30ut N5k-1
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Configure Import/Export Route Control on Subnets for N5k-1 L30ut External EPG
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Configure SVI for L30ut Fortigate External out (FortigateExternalOut)
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Configure Import/Export Route Control on Subnets for Fortigate External out
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Configure SVI for L30ut Fortigate Internal (Fortigatelnternal)
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Configure Import/Export Route Control on Subnet for L30ut Fortigate Internal
(Fortigatelnternal)
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ACTIONS -

Configure Bridge Domain with Unicast Routing, assign SVI and associate L3Outs to
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Create Functional Profile Group and Functional Profile from existing template
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Create Service Graph template
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Deploy Service Graph
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‘9' Consumer will be L30uts facing external router. Provider is the internal EPG. In our
case will be N5k-1 and DB2 respectively.
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N - /, Route peering needs to be select for Internal and external connections. In our
9 example, we used “FortigateExternalOut” and Fortigatelnternal” as External and
- Internal selections respectively.
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Apply L4-L7 Service Graph Template To EPGs (i ] ]
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Check the status and verify Device Selection Policy
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B O5PF Graph imanscy Contguraton
4w Rp
T8 connectr RPicensumer
TH Comocur RPgroviter

T hband Masaparest Contigeraton ki LALT devices

Ackrn

Installation Variations

Consumer
£ L "
FWITE0
WSk 1-Ext
L ]
RP

WM Netwo

S
Properties

GRAPH MSTANCE THROUGH CONTRACT €2

L4-L7 Services

Virtual Device - FW3700-none

Virual Device 10 7884
VRF. noss
ALKed Teansacion 10 10013
[Cument Transacsen 10: 10813
IO IR i s
FITO0_External

T imemal

an-805

100

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide

Fortinet Technologies Inc.



Installation Variations Deploying High Availability Service with Cisco ACI and FortiGate

Deploying High Availability Service with Cisco ACI and FortiGate

Pre-requisite

On Fortigate

« Configure Fortigate HA Pair (Active-Standby Mode). Please consult Fortinet support website for setting up HA
procedures.

On APIC

« Fabric Access Policies creation relating to:
« VLAN Pools
« Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch Policies
« Create Tenant, VRF, 2 Bridge Domains, 2 EPGs
« Associate 2 Bridge Domains to VRF
« Associate 2 EPGs to the 2 Bridge Domains
o L4-L7 Device Package has imported into Cisco APIC

Work Flow

1. Create Go-Through Mode with HA enabled, then configure Device #1 and Device #2 on Cisco APIC
2. Create Functional Profile

3. Create Service Graph Template

Deploy Service Graph

In general, the procedures to deploy a Go-Through mode HA scenario vs regular Go-Through mode deployment
are identical with the exception of enabling HA during L4-L7 device configuration. User needs to select HA Cluster
instead of Single Node for Mode selection; there will be two devices appear on the screen where user will input
the same Active Fortigate IP address and the corresponding connection ports between Fortigates and Cisco APIC
for both devices. Please see below screen shot for reference.

Gl
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Deploying High Availability Service with Cisco ACI and FortiGate

L4-L7 Devices - FG3700

C*

General
Managed
Name: FG3700
Device Package: Fortinet-FGAPIC-1.3
Service Type: Firewall
Device Type: PHYSICAL
Physical Domain: FWDomain

Context Aware: Multiple

Function Type:
Credentials

Password.

Confirm Password:

Configuration State
Configuration Issues:
Devices State: stable

Usemname: admin

Installation Variations

1
m Parameters Faults History
ACTIONS -
Devices
+
- Name Management Address Management Port Interfaces
Devicel 10.160.11.13 443 P01 (Pod-1/Mode-101-102/VPC1_Active)
Device2 10.160.11.13 443 P01 (Pod-1/Node-101-102/VPC2_3719Standby)
Cluster
Management IP Address: 10.160.11.13 Management Port: 443 2
Device Manager: -
Cluster Interfaces:
1
Type 4 Name Goncrete Interfaces
— external Device 1/[PO1], Device2/[PO1]
T iniemal Device1/PO1], Device2/[PO1]
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Installation Variations

Deploying Firewall service with Fortigate-VM and VMware

Pre-requisite

« Fabric Access Policies creation relating to:

VLAN Pools

Domain

Attachable Access Entity Profiles
Interface Policies

Switch Policies

« Create Tenant, VRF, 2 Bridge Domains, 2 EPGs
« Associate2 Bridge Domains to VRF
« Associate 2 EPGs to the 2 Bridge Domains
« Layer4-7 Device Package has imported into Cisco APIC

Work Flow

A owbd =

Create Go-Through mode Fortigate VM Devices on Cisco APIC
Create Functional Profile

Create Service Graph Template

Deploy Service Graph

Configuration

Create Layer 4-L7 Device on Cisco APIC

Tenants Fabric

Sont | oarc: | SRR | Torardl | -5 sl | Asan | coremon |
L4-L7 Devices - FGVMLZ2

Wi Netwarking

[Ol[3]

General Device 1
Usnaged [ Management I Address: 10,160.11,100 Management Port: 443
Hame: FGVMLZ Canmer Name woester VM Naime: Fovid 100
Davice Fackage: Fortinet FGAPIC 1.2 e T -@
Servics Type: Firvmall
Devica o VIRTUAL i
VA Domain: caster - @

nams
Comliat Joraiv. Singht ) pert2 Hiatwork adapas 2
— . -

| ChusterMede. Single Hode

itk actapan 3

Credentials Cluster
] Management I Address: 10,160,11,100 Management Port: 443
Ee Devica Wanage: - @

e P—— [Ep——
Configuration State Tree
Confguraton Bsues pider s
Daviced State slabie
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Deploying Firewall service with Fortigate-VM and VMware Installation Variations

80

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

alialn System Tenants Fabnc WM Networkng L4LT Services.
CIsco

AL TEMANTS | Add Tesanst | Search: [EREEERIRGIEI | co=ros | Teran® | Asian | mgmi | inta

L4-L7 Services Function Profile Group - FP

=E] acriows -

s Properties

Functional Profile Objects Explanation

Device Config

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the
interfaces (typically external and internal) that will be associated to the VDOM.

Ay
‘9' Similar to above notes, for Go-To Mode, please modify the IP address field otherwise
leave the default for Go-Through Mode.

Function Config

Function Config consist of:

o Network
o Thisfield is use for configure Static Routes for IPv4 and IPv6.
« Policy and Objects
« Thisfolder is the container for following list of Folders:
a. FWServiceFolder — Firewall Service Object container
b. [Pv4/IPv6 DoS Policy — Dos Policy configuration
c. IPv4/IPv6 FirewallAddresses — Firewall Addresses Object container
d. |Pv4 Policy — Firewall Policy Rule container
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Installation Variations

Deploying Firewall service with Fortigate-VM and VMware

e. |Pv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature
f. ScheduleFolder — Schedule container

« VDOM-Folder
« VDOM internal and external interfaces

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.

aliali Fabric WM Netwarking Cperatians
cisco
ALL TEMANTS | Ad Ten
L4-L7 Service Graph Template - VML2
Consumer Provider
oML -
P T VML2 i

i

» v Laye PGV ntraton

" Layar3so Frawall Tassparem

B Tasll FPrebie Basic Frewal-Poscy
* I Rouler canbpuratens
4 B Fuscion Frofies

B o
» O LT Davices
- . d Devices
chon Peliies

{8l nband Marapement Contguraton torLLT devices
» B Device Masagars
+ B Chassis

[ SHOW USAGE suBMT I RESET
L —

Once we combined the Firewall configuration and associated device together, we are ready to deploy the service
Graph to create a VDOM.

P T

-
; @ oo LT servee Grapn Tomgume || |
+ B Fau
5 EAELALT Service Graph Templale
e
L

+ 89 1o} B e Rkt e e e

16l mband Masagemest Consgeraton tor L&A T devices
» I Device Masagars
+ B Chasss
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| L4-L7 Service Graph Template - VML2

Wi Netwarking

Consumer Provider
oML =
L]
VML2

PGS maten
Fieawall. Tansparent
Pretis: Basie-FvwalPosiey

swowusace || susmn I RESET _
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Deploying Firewall service with Fortigate-VM and VMware

Installation Variations

On next screen select the Consumer and provider EPGs and assign a contract name or select a pre-define
contract.

I o et
4 2 Tarum Tananty
+ I Apgiicaton Protiss

4 I L4-L7 Service Graph Tarmpiates

b Tl
bz
* B Router condquratons

» I Devices Selechion Pobcies
* I Deployed Graph nstances
» I Degleyad Divices

» B Device Mansgees
* B Chasss

(2] inisand Mansgement Contpuraton tof

STEP 1 > Contract

1. Contract 2. Graph
i
Config A Contract Batween EPGs b
PG Inkamaton !
. - @ Procer EPG / Extemal Networkc Tesast| (8P epg-D8 - =
Compat tumaton
Corvact @ a L

Contract Nama contract

o Fitar LAsow A1 Teasiey (8

WEXT CANCEL

[swowusase || svower lﬂ

Next screen select the logical interfaces defined during the creation of Layer4-7 Device.

W Netwaorking

Admin Operations

i st
& 2 ToransTesaret
+ I Apglcaton Pratles

+ I Monioring Polices
o I L4AT Sarvices
4 B LaL7 Sarvice Graph Temslates.
* N Layer256
B A Layerisg

+ I Fuscion Froties
B rr
* I LT Davices.
* BB mporied Devices.
» B Devices Selecion Policies

» B Deployes Graph Instances
* I Depiayed Duwices
18 nband wasapsmest Contguraton 1

STEP 2 > Graph
Config A Service Graph
_ Geagh Tompists:  Tenae1 WL
= Consumer
B Tarunt) FOVMLE (Maraged Fiewall
B Tenant FGVALY (Managed Frewall
B Fenant? FWI700L2 (Managed Fioesall] ad

B Fenant? FWITOOLI Managed Fremall]

1. Contract 2. Graph 3 FGVML2 Paramaters W Pakicy - istary
der
e )
Provider
o s o
FEVMLE
o8
L ]
M2

(== i) ==

enusaee | [Tevmmr. | [Tosser |

Next screen to the last minute check to ensure everything is accordingly before deploy. If ok, then hit the submit

button.
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Installation Variations

I o et
a & Tenant Wnant
» B Appiscabon Protes
+ B Retwarking
I L4L7 Service Farameters
» I Secusity Pokcies
I Troublestoot Palices
+ B wonitarieg Pobcies
4 I L4LT Senices
4 I L4-L7 Servicn Grmph Terplates

T
b vz
» (B Router contquratons
» B Functon Prosias
4 I L4-L7 Davices.
» T Foviz
» H roviy
» @ rwarosz
» Tl Paameous
[
B Devices Selechion Pobcies
» B Desloyed Geaph Isstances
» B Desisywd Davices
(2l irisand Marugement Contguraten tof
» B Devce Managers
B s

STEP 3 > FW3T00L2 Parameters

confy parameters for the selected dewice

Deploying Firewall service with Fortigate-VM and VMware

1. Contract

2 Gmgh

3. FW2T00L2 Parameters.

Frotliame  Bask. _oditicon’ styles
P— P — m
B 4 '3 Owecs Contiy Davice.
B » O Devicomiariac wmenal I
B ¢ O Deviceiertace miemal
B 4 -3 Fuschon Conty Funcien
a B O DevceRou DaviceRmster

B »ipes Da5-Polcy
B ¢ O Frewansdoeiies -
B O Frewaitddsesses. b gtms
B ¢ O Frewalhadsesses aulsupdane ofra com
B ¢ O Frewaitddsesss wegleply
B CF Frewasddeesses softwareupéate ymware com
B ¢ O Frewaliddesses SwCan apgle com
B ¢ O Frewansdoeiies wodile Mmool com
B » D FrewalPokoyRuleDiNumber Oty - EX 1.2.) abcyt
= el 2 kel Lt
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Deploy the firewall device shared by multiple service graphs

Deploy the firewall device shared by multiple service graphs

Pre-requisite

« Fabric Access Policies creation relating to:
« VLAN Pools
« Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch Policies
o Layer4-7 Device Package has imported into Cisco APIC

Installation Variations

Work Flow:
1. Create Tenant ( “Tenant1” in our example)
2. Create VRF ( “ctx” in our example)
3. Create 4 Bridge Domains (“BD1”, “BD2”, “BD3” and “BD4” in our example)
4. Associate Bridge Domains to VRF
5. Create 4 EPGs (“App”, “App2”, “DB”, “DB2” in our example)
6. Associate EPGs to Bridge Domains (EPG “App”, “App2”, “DB” and “DB2” are mapped to Bridge Domain “BD1”,

“BD2”, “BD3” and “BD4” respectively in our example)

~N

Create Go-Through mode Device on Cisco APIC and define 4 logical interfaces

o

Create Functional Profile
9. Create 2 Service Graph Templates
10. Deploy Service Graph 2 times on the same device but with different EPG pairs
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Installation Variations

Configuration

Deploy the firewall device shared by multiple service graphs

Create Tenant, VRF and 4 Bridge Domains on Cisco APIC

Tenants

search: (SRR | Tonant1 | Tenansl | Asian | commen | k3

F] !kmms«p-:nn
v o
4 I Brisge Damaing

-
- an

b= g0

* I Extemal Brigged Netwoss
» I Exenal Resubed Netwarks
» B Roue Proses

» B LaL7 Services

Fabrc WM Networking

L4-L7 Service Graph Template - TestL2 i

Consumer Pravider
; = -
= TR
. ]
Ll
FWITOOLZ inbrmation

Firwwa. Transpanset
Froe. Bask-Frewst Foiicy

swowusoe | svomr [ waser

Create 4 EPGs

W Fopicaten Proties
4 @
4 B apgiicaton EPGs
+ @ EPaapp
+ ) epoaonz

¥ I USeg EFGE

* I L4L7 Services

WM Networking

L4-L7 Service Graph Template - TestL2

Consumar Frovider
SN
— FWATOILE
L ]
[l
TN et

Firwwa. Transpanset
Frote. Basic Frewsd Policy
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Deploy the firewall device shared by multiple service graphs Installation Variations

Associate EPG “App”, “App2”, “DB” and “DB2” to Bridge Domain “BD1”, “BD2”, “BD3” and
“BD4” respectively

Wi Networking

4 B Apgiicaton EFGs =k [ 100 | AETIONS -
[ .
¥ 1) EPG Ao Properties
» @ erane I

[ SIOW LI SAGE sunmT RESET

Wi Networking

- m Gowstons  Su  lwsm  Faul  Heley

4 B sopscaen Proties
FE T m Subpctlibels  EPG Labels
4 B Apgiicaton EFGs =k [ 100 | AETIONS -
v & EPApp
Properties
Hama:
Dasaipsen:

Rscived Bridge Domain: Temant1/BD2
Moniring Polcy: select 4 vaon -

[ SIOW LI SAGE sunmT RESET
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Installation Variations

W Networking

Deploy the firewall device shared by multiple service graphs

I o et
4 2 Tarar st
4 B sphcanon Pecties
4 &
4 B Appiicaton EFGs
+ @ EPo e
+ ) EpGapnz
i ¥ ) EPODEY
* M uSeg EPGs
I L5417 Service Parameiers
» B Netwarkisg
B Li-L7 Service Paramaters
+ I secuity Pobcies
[ RIS ——
I Wositoring Polies
* I L4L7 Services

Confguraton lisees:
Latsel Matcs Critesia:_AtiaansOne -
e — @
Rescived Bridge Domain” Terant1 BOY
Mertoring Potery: =

EPG Labeis

ACTIONS -

[ SIOW LI SAGE sunmT RESET

I o et

4 2 Tarar st

4 B sphcanon Pecties

4 &
4 B Appiicaton EFGs

+ @ EPo e
+ ) epoaonz
+ & EraoB

¥ I WSeg EPGE

I 147 Senvice Parameters

* I L4L7 Services

W Networking

EPG - DB2Z

SIE]
Properties
Kama:

ACTIONS -

[ SIOW LI SAGE sunmT RESET
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Deploy the firewall device shared by multiple service graphs Installation Variations

Create Device with Go-Through mode with 4 logical interfaces on Cisco APIC (“Ins” and “Out”
for Service Graph 1, “g2_ins” and “g2_out” for Service Graph 2)

Wi Networking

=3 AcTions -
4 B Appiication EFGs General Davics 1
» Serone Menwged: f2] Maragemest B Acdres: 10.163.11.19 Managarmect Port: 443 -
+ 8 EPG Apn2 Pame FWITOILE Chasais: saiect 5 v -
+ & ePaoe Duvicn Fackage: Fortmet FGAPIC-1.2 R
» & eroves Sandcs Type: Firwwall e .
» I uSeg EFGE Dn‘cﬂ'yw. PHYSICAL » Mame Py
I L5.L7 Bervice Farameters S peetT ]
Contest Auare: Multche
) ) pom Hoos-102eR 110
Function Type:
Cluster Meds: Singe Node
Credential Cluster
e Management I Address: 10,150,118 Maragemen Port. 443 B
o B LaLT Services [ - [ e r— - @ e
» T8 [ —
e Chuster iertaces: .
B Roter contguratons Conhm Password: .
Tiew e = Coscrots imertsces
Configuration State J—— 2 m FAaTO0L2_Device_1ipori]
Contgurasen ssuss:
FWITO0L2_Dwce_1iporT]
Davices St statie cansumer 2ot
prr ™ FWITO0L2_Derece_1ipors]
= FUITONLI_Davice_1Aport]
* (B Device Mansgers
+ B Chasss
SHOW USAGE I wa«lr'l' RESET

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

» I Devieyed Divicas.

TE ited Mansgement Contguraton fr LT devices
» I Devico Managers
» BB Chasss

88

WM Networking

I i Staet
P == - v
+ I Apgiicaton Protiss .E
ACTIONS «
» g
I L4LT Survcs Paramaters Properties
+ I Sacuity Polcies e
P [
Sreicn Furcsan Fraties ¥
Harme assseiot furction R
AFTransit Firewat
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Installation Variations Deploy the firewall device shared by multiple service graphs

Functional Profile Objects Explanation

Device Config

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the
interfaces (typically external and internal) that will be associated to the VDOM. Please leave the field in
this section untouched for Go-Through mode deployment.

Function Config

Function Config consist of:

o Network
« Thisfield is use for configure Static Routes for IPv4 and IPv6.

« Policy and Objects
« Thisfolder is the container for following list of Folders:

FWServiceFolder — Firewall Service Object container
IPv4/1Pv6 DoS Policy — Dos Policy configuration
IPv4/1Pv6 FirewallAddresses — Firewall Addresses Object container
IPv4 Policy — Firewall Policy Rule container
IPv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature
f. ScheduleFolder — Schedule container
- VDOM-Folder
« VDOM internal and external interfaces

» 20 T o

Create Service Graph1

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.

alvaln System Tenants Fabrc WM Networkng L4LT Services.

cisco
AL TERANTS. | Agd Tesard | Search: [ EEEERIRSIERRR | Terantt | Asian | commen | in¥a | mgmi

_:EI L4-L7 Service Graph Templates §i
PR ——
- -
-
= Create L4-L7 Service Graph Template
|
- Drag device clusters 1o creale graph nodes.
-
S e e
| F -.Llﬂ..? .Smﬁnh Tamplates | = Graph Trpe & Create AMew One Clone An Existing One
r VL2 B Terantt FOVMLY (Managed Framall]
» B Rou owaton B Tenantt o FOVNLS (Managed Firewall] Consumar Provider
.-  Tamantt PAITO0LZ (Managed Firewall] i B 3
Py B Tenantt FWIT00L3 (Managed Firewall) .
» @ e
& - Fiease diag & Savics Tom Sevioss tatle and drop Ehere 10 CRal 3 Serice node.
b PWITHIL Information
» I mp
. : . Protls; Fortinet-FGAPIC-1 2/lsaic-Frewad-Pos = (@
-
e :
- SUBMIT CANCEL
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Deploy the firewall device shared by multiple service graphs Installation Variations

Deploy Service Graph1

Once we combined the Firewall configuration and associated device together, we are ready to deploy Service
Graph 1

L4-L7 Service Graph Template - Layer2SG

I o et

4 &b Tanan Tanantt

» B Apphicason Proties
Pravider

» I Hetvariing
Consumer
BB L4-L7 Serece Paramaners
epe—— e m I
+ I Tecublessoot Polices —
» B Mositaring Pabces
L ]

ervice Gragh Tamplates

r R —
prrrra [T —— T
LA F3 | B LELT Sarvice Gragh Ternplile - Frotie Basic Frewsd Policy

» I Router contge B e
* O Funchon % B s Rsistes Otiecn f Gruph Tempae
- D
v T Fovz
» T Fovay
» B rwarons
» T Faarsous
B patedt Duvicas
I Devicns Sehection Pabcies
» I Desloyed Geaph instances

B o

B Desled Devieas
T omsd Mansgement Contguraton tr LELT devices

» I Devica Mansgers

s

swowusace || svomer || meser |

On next screen select the Consumer and provider EPGs (“Apps” and “DB”) and assign a contract name or select a

pre-define contract.

+ B Appiicabon Protes STEP 1 > Contract
* B Networking
Serve Paramaters der
- Config A Contract Batween EPGs D
b Pabcss: :
cublestoot Folioes o 5 b
» I Woritorisg Pokcies ol - Provicer EPG J Extemal Network: Tesast | (4P epg-08 - o
oot Wt
Coract @ a L
b Tl Contract Name: costract

bz
o Fitar (Ao A1 Teasiey (2

» B Degioyed Graph instances
» I Depioyed Divicas.

T8l imsand Management Cantguraton o
» B Devce Managers.
» B Chassa

Pl | I

Next screen select the logical interfaces (“ins” and “out”) defined during the creation of Layer4-7 Device.
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Installation Variations Deploy the firewall device shared by multiple service graphs

alneln
Cisco

Admin Operations B i

Tenants Fabric W Networking LaLT

Tenant Tenantt

i

I o et
4 2 Tarar Toranty .
* I Appiicaton Profis STEP 2 > Graph 1. Contract 2 Graph 3 FW2700L2 Parameders
I Netwarking 4

I L4L7 Service Farameters
» I Secusity Pokcies
A | O e -
+ I Mositariag Palcies

=0

Config A Service Graph

7%

4 I L4LT Senices
4 I L4-L7 Servicn Grmph Terplates B Tenant! FGVMLY Mansged Firewal)
5 Tenani1 FEVILI Managed Fireval)
b Teatld [ Tenant1 FWITO0LZ anaged Firewally
b a2 S Tenant) FWITOOLI Managed Firewall) W
» B Router contguratons
» B Functon Prosias
4 I L4-LT Davices. Firewall Fansparest
» Il Fovuz Frofia: Basic-Ferwall-Policy
» T rovay Do Commatir

» B rwaronz

» Tl Paameous
b B impited Dunces
B Devices Selechion Pobcies
» B Desloyed Geaph Isstances
» B Degieyud Diviess

&l isand Management Cantpuraton tof BD: Torst/EO2 -
» B Devce Managers
B s

Last minute check to make sure configuration is good before hit “Finish” button

T raph Template To EP i
» B Apgiscavan Frotes STEP 3 > FW3700L2 Parameters 1. Confract 2 Gmgph 3 FWIT00L2 Parameters
» I Netwarking

I L4-L7 Service Parameters
» B sacuny Poscies
+ B Tesublestoos Palices Frofla Name:  Basic _wditicon’ styles

confy parameters for the selected dewice

T

- tpmaing ‘ e
aeired Parareatars
4 B LaLT Services Festuies
4 I L4-L7 Servicn Grmph Terplates
EREL Dvice
T 2 Cl Dacamariace el I
oz [= = e e
» B Router conbguratons =) o=l Funcion
» B Funcson Protes - B » O DevceRous: DaviceRoster
4 B L7 Davices EEC e Dos-Pakcy
v B Fovuz B b D Freanacesses "
» T FoviLy B » DN Frewamddeesres ugums
» @ waronz B » O Frewaihddeesses Mitoupdae opara com
A ¥ Frwwaltadeeases.
» T Farsois 8 ¢ -—" peogieply
b B ipened Dureas B+ CF Frewalddesses sotwarsupeats ywars com
Frewalhddesses
» (B Devicns Selechon Pobcies a2 o swscan apsie com
Degioyed Gaph Instances B B Frrwsatadesns Loty et cem
» I Doploywd Davicns B+ CF FrewaiPoboyRusDiumber Only - EX 12} paboyt
SRk [ FeasalfaboRudsdibimhes el FX 43 0 —naked Z

&l isand Management Cantpuraton tof
» B Devce Managers
+ I Chasss

PREVIOUS I FmisH || CANCEL
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Create Service Graph2

4 B Appiicaton EFGs

ACTIONS =
[—— uscroon
TR a5t N Furinei-FGARIC-1 2Firewd)
+ @ epoonz Lapae2sz N1FornlFGARIC-1 2 ewsa)
+ @ erape Layeriss

NAForinat FGAPIC-1 2Fiewa}

(Drag device clusters 1o creata graph nodes

Gieaph Mame:

LIl
a ) s
® s Type © Crases A ow Ona 1 Chane An Exiging One
B Tenant! FGVMLZ Managed Firewal}
B Tenantt FGVMLI Managed Frewal) consumr

® N ®
B Tenant1 FWITOOLY Managed Firewal) FwaTeoL:

[

FITOOLE berreation

Prtie: Foriner FOARC-1.2Baskc-Firowad-Pos = (@

* I Device Managers
+ B Chassa

Deploy Service Graph2

L4-L7 Service Graph Template - Layer2SG2
I o et
4 I sgpienncn Pretien
o
4 B Appiicaton EFGs Consumar
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On next screen select the Consumer and provider EPGs (“Apps2” and “DB2”) and assign a contract name or select
a pre-define contract.
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Admin
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Next screen select the same logical interfaces (g2_ins and g2_out) defined during the creation of Layer 4-7
Device.

i
4 I sgpscanon Peoties . : . : . )
4@ STEP 2 > Graph 1. Contract 2 Gmaph 3. FW3700L2 Perameters. | m Polcy  Fauls ey
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b Layerdso

N LaperiSa

e a2 | [ro——— -® |
B VL

» B Router conguratons

» 88 Funchon Proves

* B L4LT Devices -
» 0 impered Duvces |[ T @ | I
[ P—r— =

# I Daployed Graph nstances
A N contrmctLier2 S0-Tananl1
[ ——
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» B Chassis I“ swowusace || sumen I RESIT
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Last minute check to make sure configuration is good before hit “Finish” button
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R = T mrr— "
B O Frewaitddeesses. b gtms
B » O Frewaihddeesses Mitoupdae opara com
B ¢ L Freaiiddesss wooghepley
B » OO Frewalddesses sofwareupéate ymware com
-
» B Deveces Salecton Folcies a O Frewalddusses swscan apsie com
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Verify Service Graphs Deployment
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Deploy the firewall device with shared interfaces through multiple service
graphs

Pre-requisite

« Fabric Access Policies creation relating to:
« VLAN Pools
o Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch Policies
o Layer4-7 Device Package has imported into Cisco APIC

Basic Topology

FGT-1500D

port3 port35

DB

Web-01 SG2_|Internal

SG1_External

L

Apps SG2_External

Work Flow:

Create Tenant ( “Demo2” in our example)

Create VRF ( “vrf1” in our example)

Create 3 Bridge Domains (“Web1”, “App1”, and “DB1” in our example)
Associate Bridge Domains to VRF

o nN =
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5. Create 3 EPGs (“Web1”, “App1”, and “DB1” in our example)
6. Associate EPGs to Bridge Domains (EPG “Web1”, “App1”, and “DB1” are mapped to Bridge Domain “Web1”,

“App1”, and “DB1” respectively in our example)

7. Create Go-To mode Device on Cisco APIC and define 3 logical interfaces
8. Create Functional Profile
9. Create 2 Service Graph Templates

10. Deploy Service Graph 2 times on the same device but with different EPG pairs

Configuration

Create Tenant, VRF and 3 Bridge Domains on Cisco APIC

General
Manages [
Name FG1509
Devica Package: Fortinet-FGARC-1.3
Sarvice Type Frwmall
Davice Type: PHYSICAL
Prapaical Domain: PiGomain - @

Camest Aware: Maltiple.

Fancton Tyoe: | GoThiugn

Chevte Made. Sngle Node

Credentials
Usemams: sgmin
Password. .

Contem Passwond: ——.

Configuration State
Combgueatn Isues
Dewices State. stable

Operations

Device 1
Managaemart 19 Addhess: 10,160,11.18
Crasss: ] - B
Infertaces
« Nams
penx)
partid
pertys

Cluster

Managemart 1P Address: 10,160.11.18 Management Port: 443
Device Mansger - @
Chster Inturtaces
Tyoe - vama
pessidar o0

ACTIONS =

Hade-101HmE)
Hode-102em13

Hade-101MmAT

Conete basrtaces
FG1500_Devica_1ipori4]

FE1500_Devica_1poetis]

FG1500_Device_1ipoeni3]

snusace | svowr ] _vese ]
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98

Create 3 EPGs

ﬂ Faramaers
Apghicaton Froties ~
ACTIONS -
il o%
General Device 1
Manages B Managamart I Adgess: 10,160,118 Management bort: 443 3
Hame: FG1500 Chassin: Seiect 3 vabe -
Devicn Package: Forinet FGAPCA1.3 -
Sarvice Tyow: Fiwmall +
Dvice Type: PHYSICAL [ Pun
Praysical Demain: FGomsin .
v & perti tisde-101Am1N
B uBeg EPGs e parti4 Hode- 102133 I
L1 s P R ey ... | -
pertss Hode- 1011 n
4 B Natoning Chuies Mode: Smgle Node
4 I Eridge Domains Cluster
bt Credentials Maagement I Adsress: 10,160,118 Management Port: 443 s
b= Ussmame: admin Device Mansger: ssiect s e fic]
- Passwont: —-
P = Chuster Intartaces '
> - Contem Passwond: —-
b= want Troe - hare Congren kmpetaces
b sy Configuration State f—— o0 FG1500_Devica_1ipeetié]
4 I vRFs Comtguran lisuet.
FG1500_Devica,_1ipoe
» B Devices State: siable peider - 5
» I Extamal Brdged Nesworis PR wab FO1500_Devica,_1poeni3]
* I Extamal Fostes Habworts
* I Foue Fraties
+ B Frokco Puices
» B Trosbiasheat Pobcses
+ I Mantoning Poloes smus&ul SuBMIT I RESET I
Eemsi=menes

Associate EPG “Web1”, “App1”, and “DB1” to Bridge Domain “Web1”, “App1”, and “DB1”
respectively

B ik St
4 & TananiDema2
4 B aggicaton Frotes
e G Labets
4 I Agpacanon EPGs o% | 100 | ACTIONS -
+ @ EPGappt N
+ © ercapnz Properties

+ @ eroan
Descripsen: o
» @ sz

B o S . :

» M useg EPGs e
B L4-L7 Sarvice Pacamitens CET
4 I oatonia
im snmo;m-m ]
005 class: Unspecifed .

- L — z
b= o _—
- wraers sanen: | erces [
b Comtquiatin Sts: appled
b = et Canbguraton hues
b - Labe! Makch Critesa: Atisastine v

-@
Patstved Bedps Doran Demadtwst!
* I Ectemal Brdped Networks Monitoring Pokcy. seiect & v -
N [ST———

* I Foue Fraties

SHOW USAGE REsEr
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B ook S
4 & TananiDeme2
4 B Apghcaton Prowes

E. T

Agpicaton EPGS

¥ !E’Gmn‘!

+ @ eroan
» @ sz
+ @ ePawent
v 8 EPG w2
+ B uSeg £PGs
B L4-L7 Sarvice Pacamitens
P p—

4 I Eridge Domaing
b=
b=z
b=
> -
b=

-

* I Exiemal Bridped Nesworis
N [ST———
* I Foue Fraties

» I Protecol Polcies

B LT Service Parsmetns

» B Sacurey Policies

Tiesstiasheat Pabeses.
» B Mantoring Posoes

Deploy the firewall device with shared interfaces through multiple service graphs

Fabric WM Networking

n | forbnet_13 | DemaZ | wiaiden-13 | Tesant)

EPG - app1 i

ACTIONS

SmE  Heam  Faus  Hisiory

o
Properties

Hama: app1
Dascripsen

o

4 2 TanantDeme2
+ B Apshcaton Froves
E. T
4 M Agpacaten EPGs
+ 3 EPGappt
+ @ ePoapnz

V0 PGy
+ @ ePawent
v 8 EPG w2
+ B uSeg £PGs
B L4-L7 Sarvice Pacamitens

Py p—

4 I Eridge Domains
b -n
b= agpr
b
b=
b= e

-

» I Extemal Bdged Networs
N [ST———
* I Foue Fraties
» I Protecol Polcies
B LT Service Parsmetns

» B Sacurty Pelicies

b B Trosbiasheal Pobcis

[y T——

B ook S -

Fabric WM Networking

Sms  Heam  Fauls

ACTIONS

History

o
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Create Device with Go-To mode with 3 logical interfaces on Cisco APIC (“Web” “App” and
“DB”)

Ll ]

- o ACTONS +
- et
oz General Device 1

4w Managed 7l Mariagmmart 9 Address: 10,160,110 Mansgement Port 443 &
» B Mame: FG1500 Crasss. ™ -]

* I Extamal Brdged Neswens Loadiieg il i i) Indertaces

Sarice Type: Frwmall
Dwvice Type: PHYSICAL
Frical Domain: PiDomain @

* I Extamal osted Networts
* I Rouse Prolis Pamn
» B Proeol Pricias Hede-1014133
Comist Awase: Maliphe

Hams

perti) ~

I 447 Senvice Farameters et Wade- 102133 I
Policiat Fancaon Type: | gethiugn [T

, o Hede-101h137 .

Chate Made: Sngle Node

" Cluster
Credentials Management IP Address: 10,160,11.18 Management Port: 443 2
e Graph Tanpiaies I Dervice Manager- - @
b AspiaDl i Chuste indwriaces
» ¥ agpuven Contem Passwarnd: —
O P epe—— ) Troe « o [o———
4 B Fenchon Proties Configuration State e - FO1500_Davice_tipert]
Comgueatan innues
« Bre FO1500_Davice_Mperts]
T ropmve Dwwices State: slable poasider - -
o
1l appaamac - et FOi1508_Davies_1{perty]
4 LT D

* I irpced Devicss

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

Properties
Name: FP

Driergton
* B Extamal Beged Neseeria Senice Funcaion Protles
* I Extemal Fosied Nebworks

« Wamg Ansccisted Fuscton Descripton

» I Foue Proties
» B Prowcol Polcies Aepr0B Frawan
B L44L7 Service Parameters hophen Frewall

3L
* B Trostieshoat Pbcies

£ et

s

oo Craph Tanpeaies
BN hppialil
B % Agpiaveh

» I Aous contpurntens

4 M Fenchon Frotles
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Functional Profile Objects Explanation:

Device Config

Contains External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the interfaces
(typically external and internal) that will be associated to the VDOM. Please leave the field in this section
untouched for Go-Through mode deployment.

Function Config

Function Config consist of:

o Network
« Thisfield is use for configure Static Routes for IPv4 and IPv6.

« Policy and Objects
o Thisfolder is the container for following list of Folders:

FWServiceFolder — Firewall Service Object container
IPv4/IPv6 DoS Policy — Dos Policy configuration
IPv4/1Pv6 FirewallAddresses — Firewall Addresses Object container
IPv4 Policy — Firewall Policy Rule container
IPv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature
f. ScheduleFolder — Schedule container
« VDOM-Folder
« VDOM internal and external interfaces

» 20 T o

Beginning with this release, we allow the change of Devicelnterface name and the default is External/Internal.
Please see below screenshot where we changed the Devicelnterface name from External/Internal to app/web
respectively.

alialn System Terants Fabrc VM Netwarking L4LT Services

CIsco

ALL TENANTS | e Tenast | Search: [[EEERRIRMRINI | common | Demo? | forinet 13 | forisel_13_F|nka

L4-L7 Services Function Profile - ApptoWeb i
e 2 [ covor [T
= ox s oMs
Properties
Name: Appioi¥ed
Description
Associated Fencion Fortinet FGAPYC .. 3Frewal
FEATURES AND PARAMETERS
F Dewca Conly Dervice
) Drvicainteta: i talee
T = - =
|4 ' Funchan contg Fuscon
AR N Natwark Metoces [ ke
| + - Palicy and Otjech PabcyOtyscts () aive
J VDOM-Foider vdom- loloer false taise
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Installation Variations

In addition, for this use case scenario, App is going to be the shared interface between the two service graphs,
therefore it is crucial that the Devicelnterface name and the content are identical across both service graphs.

Please see screenshot for “app” between two service graphs (ApptoWeb and ApptoDB).

L4-L7 Services Function Profile - ApptoWeb

4 & TananiDeme2

» B Apgicaten Proties
* I Hpsetring ots
8 1447 Senvicn Farametes Properties
b I Sacurey Pelicies [—
» I Trostieshoal Pobcies Descrphon
Associated Fenchon. Fortinet FGAPIC.A 3Frewal

» I Moo

4 I Funcion Froties
4 W FEATURES AND PARAMETERS

& Apomia N
F— prrse—

ACTIONS =

L VDOM Folder viom-kier

| e
b L3 Aomconss Hiowhccnss-Dvtastt false
| o 1018011, [ 0021 e ™
™ B Owwce P Retmakien 295 298 208.0) IPHgtreant. 12982880 tag L]
| ) Devica 1Py Asdression <) IPviFdoress ] e '™
) Dwvca Pvé Nwtmashins 0) [T [] tahe taine
| 0 insertace 1Py Address Modeistasic. dhcp, pepos) IFviblose e i [
D It AU MOGHINSE, Tep, PEpes) made e tatia sy

| ¥ 7 Davicelnterace et tlse e

4 3 Funchon Contg Fuschan

b b Heteon ™

L4-L7 Services Function Profile - ApptoDB

[o .
7 Servica Parameters Properties
» B Sacurey Pelicas Mame: AppacDB
B Tiosbleshoal Pabcies Descripton:
b B Mantenng Potcas AsscciatsaFenchon Forbrnet FGARIC.1.3Frewal
o LT woer

» I L4.L7 Service Graph Templates

ACTIONS =

» B Ao 1
4 [ Fanction Froties
« B FEATURES AND PARAMETERS
e e [ e Y v
» B LA-L7 Davices. -t
* I imporied Dvices 4 =¥ Davice Condy Beace
| = e Tl e
b L3 Aomconss . false
| o 1018011, [ 0021 e ™
™ 5 Devce P Netmaiien 295 288 268.0) IPhgtrmash 282982850 tahe (1)
| ) Dwvice s Asdression <) IPviPAdoress g e ™
3 Dwice v Huimahien. 0) PP wmak L) it L]
| 0 insertace 1Py Address Modeistasic. dhcp, pepos) IFviblose e i [
3 inmrtnce Addsess Mode(stase. nep, popes) made e tatia sy
| = L T e
4 3 Fuscson Conkg Fusction
| b Netwark Heteres faise ke
b 0 Poscy #nd Obfee PakyOtyects '™ e
| L VOOM Foider om halgar mise e

Create Service Graph1 for Web1 and App1

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine

with the Firewall device we defined at earlier steps.
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b o=pl B
PESOS  Fuicy  Faul Hitony

b -
b= O
b
Consumer Provider
)
PP 9 e ™ B @
. ™ Fa1508
» B Examal Badged Netwers
+ B Extormal Flosted Hahrorka Apptoves
» I Fous Proties
» I Protcol Potcies FE1500 inferraaton.
I L447 Service Parameters Frewall Roused
Fratie: Appacies

» I Sacusty Pelicn
* I Trosbleshool Fobcies
+ I Manienng Poscas

4 I LALT Services
@ B L4LT Sanvice Graph Tempiakes
b % sepibil

+ I Rous conbguraens
4 [ Fanchon Profies
a Qe
T sopmon
T approien
4 LT Dvens

[ sHowusace || summr RESET I

Deploy Service Graph1 Web1 to App1

Once we combined the Firewall configuration and associated device together, we are ready to deploy Service
Graph 1

L4-L7 Service Graph Template - ApptoWeb

T o
= e Consumer Provider
-z
B Foison
» B Exlmal Bsped Neseenis
» I Exmmal R atworts T
» B Rous Froies
» I Protscol Poscies PR
o Farameters Frawall. Roued
. Frobie: Appiotet
i Pl

am oot
@ B L4LT Sarvice Graph Tanplates
b % dopiaDil

» B Roue conl|

5
4 O unchon prg () EBUALT Servce G Turpe

a @ B oo
15 Aopts B3 Aeemeee Aimites Otiecsm Of Grogn Terpaste

QU e

["snowusace || suamr l&'

On next screen select the Consumer and provider EPGs (“Web1” and “App1”) and assign a contract name or
select a pre-define contract.
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b= ar
e
b=
e
b2
4w
» B
» I Exiema Brdged Nesweria
* I Extemal Fiosted Netwons
» I Aoue Froses
» B Prokecol Polcies
B L4L7 Service Farametors
b O Securey Petion
*+ B Trosbieshial Prbcies.
+ I Monitering Poloss
4 I LA-LT Sercnn
4 I L4-LT Sarvice Graph Tanpiates
BN AppiaD

» B Roues conbguintons
4 I Fenchon Frotles
-
1A sopmn
T rppomian
4 I LALT Devcas
» Tl Farsoe
* I irporied Devices
* I Owvices Setechon Poscs
* I Cuploped Graph instances
* I Ouployed Devices

STEP 1 > Contract

Config A Contract Between EPGs.
[Ee—
Conturar P | Extormal Network Damo2 (AR sesy- wabl -] Prisvicer EPY / Extirnal Network: Damo2iaBiseg-apsl
Corbact e
Conbact @ Coeate A Mew Contact ) Chaose An Existing Conkact Subiect
Conmact Name: Watnsaer]

o Filtee (Al Al Trathe):

A Conbguraton

Installation Variations

1. Contract 2 Graph

e

]

Ll )

b -

-

- bl

-t
4 B veFy

+ Bwn
» B Exiomal Brsped Neseenia
* I Extemal Fiosted Netwons
# I Route Prolis
+ I Prokcol Pocs

B L4LT Service Parameters

b B Sacurey Pelicn

*+ B Trosbieshial Prbcies.
+ I Monitering Poloss

4 B LA-LT Sereces.

4 W L4LT Sanvice Geaph Tenpiaies
[ ]

+ B Aot contgutatens
4 I Fenchon Frotles
« B
1A sopmn
T rppomian
4 I LALT Deeens
» Tl Forsoe
* B imporied Davices
* I Owvioes Setechon Poscs
+ I Cupioped Grapn nstances
+ I Owployed Duvices.
] AComguranen

STEP 2> Graph 1. Contract

Confg A Sennce Graph
. -
] Consumer
B Damaz FG1300 Managed Firewsd) - -
FE1508
went
*
ApptoWed
FO1500 ibraton
Frewsl souied
Frosie: Appleiven
Conmuner Conractes
Tris @ Ganeeal ©) Reun Fearisg
ED: Gumaziwes - @
L e e
o — - @

Next screen select the logical interfaces (“app” and “web”) defined during the creation of Layer4-7 Device.

2 Graph 3 FG1500 Paramatars

MEXT CANCEL

+ I Gavice Wasaps
* I Crassis

|

Last minute check to make sure configuration is good before hit “Finish” button
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alatln
€ISCcOo

Tenant Desms?

Sysiem Tenants,

Ll )

B STEP 3> FG1500 Parameters 1 Contract 2 Graph 3 FG1500 Paramaters [ rocor [

b -

- b

-t
- R Protle bars:  Agprwen (1
B

Extmal Bedged Netweris

confy parameters for the selected device

Features:

* I Extemal Fiosted Netwons
» I Aoue Froses

» B Prokcol Polcies

B L4LT Service Parameters

curky Polics
-

.
0 sbiashoat Fobcies .
» B Msniznng Fuscas
a

[ = Vo e
B L4LT Servicar

o I LALT Sarvice Graph Tempiates
L

» I Rous: conbgurasons

4 I Fenchon Frotles

-
& ropmona
T sporonen and GREEH ndicabes
4 B LALT Deviens

il Fatsos

imporied Devices

+ [ Davices Semchon Poscis
Dapiors

Ceaph nstances

mbang Waragamant Combguranon

» 8 e g (ieevsian| [oower] [ntie)

o

m
FO1508

* I Exiemai Brdged Nesweria

» I Extemal Fostes Networks ApptocDB -

» I Ao Froses

» B Prowcol Polcies #5150 Informaton.

B L4L7 Service Farametors Frewall Rowed

. curty Pty Frotis: AppasDB
B Trosbleshaal Pubcies
+ I Mantenng Poscss
4 I LA-LT Servicnn
4 I L4L7 Sanvie Geaph Tanpabes

~ Agoveeh
» B Aue contpuratens
4 I Fancton Proties
-
& ropmona
T rppraman
a B L4LT Deviens
» i Fatsos
» I impoied Davicss
* [ Owvioes Setechon Posces
* I Ouploped Graps nstances
+ I Owployed Duvices.
Tl wbang Masapament Compuraton tor LEAT duvices
» I Duvica Mmsapars
» I Chassis .
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Installation Variations

Deploy Service Graph2 App1 to DB1

. ik 5
4 & TananiDems2
» B Apgicasen Proties o
» I Heswering
B L4-L7 Service Farameters
b I Sacurey Peicies
B Trosbleshoal Pubcies
+ I Manteing Focss
4 B LALT Servces
4 B L4L7 Sanke Graph Tanpiaes

seun 00 L e o e |
» I ot g 2] ESMLELT Service deagn Tempine
» I funcaen | B Deee
* BB 2070w E] Remeve Reisted Otjects OF Gragh Tempiste.
b O oo B sevemn
* I Devices { B fa
Y P T —
* I Deployed Duvices.

TEL wibans Masaparmart Conbpuraton for LEAT duvces
* I Dwvice Manapers
» I Chassis

L4-L7 Service Graph Template - ApptoDB

Censumer Provider

=E

FO1508
-
ApptoDE
FE1500 Worrsaton
Frewai Aowed
Fratie: AppteD

On next screen select the Consumer and provider EPGs (“App1” and “DB1”) and assign a contract name or select
a pre-define contract.

| Apply L4-LT Senvice Graph Template To EPGs

B ook S
4 & TananiDeme2
* I Appacasen Prolies

STEP 1 > Contract
* B Newering
Config A Contract Between EPGs

PG ltommation
Comumar PG | Extomal Network: Darma2 /8 neg-aps!

M L4-L7 Service Parameters
» I Sacuney Pelicies
B Trosbleshoal Pubcies
Contact ormaten
Conlact @ Create & New Canvact

Conmsct Name. Aneeold]

o Filtee (Al Al Trathe):

* B Duployed Devices

Tl mband Masagemant Contquraen
* I Gevice Manapers
» B Crassis

1. Contract 2 Graph

)

- @ Prinvicies P { Extintrsl stworrh: - Drommas 214 e- b1 -@

) Choose An Existing Conlract Ssbict

SHOWUSAGE || summm RESET I

Next screen select the logical interfaces (App and DB) defined during the creation of Layer4-7 Device.
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B Ouick San

# & TenaniDeme2
» I appcasen Froties
» B osmcriing

STEP 2> Graph 1. Contract

Config A Senvice Graph
PR — "o
b e EC,, e =8
» I Trostseshoat Poscies e
» O Wsntonns Poscas = y—ul
4 LA Serces B Gemaz 51500 (Msnaged Frewan) < -
4 B L7 Servics Geaph Tamphates Foise
app1
e oo
e ApptoDB
Y [ Tep——
* I Funcaen Preties 1500
» B LALT Davices [re——
» I mposed Devices Frotie ApeieDB
* I Duvices Selecion Posces Conaumer Connecior
» I Cwploped Graph nstances Tres: @ Geneesl © Route Poaring
+ B Ouploped Devices BD: Domalises! - @
v The i i o v P o et
T mbans Ussageman Comguiasen |
Couster Inesrfoce: agp - @
* I Device Mamagers.
» B Crassis Prove Consectn

2 Graph

3 FG1500 Paramatars

Provider
—_— e
s
bt

MEXT CANCEL

Last minute check to make sure configuration is good before hit “Finish” button

4 & TananiDema2 1. Contract
» B Appacaten Praties
* B Hesweriang

B L4LT Service Parameters

STEP 3 > FG1500 Parameters

confy parameters for the selected device

» I Sacurey Policie Frofie Hams:  AepiaB (1
» I Trostseshoat Poscies
Features: A Farameers
» B Mantenng Poscs
4 LAY Servces.
o B L4LT Service Graph Tempiates B 4 S Devica Conig Devce
B 4 ' Deviceintertace e
¥ % Agplaiet B S memhconss AlbmAccets. Dottt
» B Rous conbguratens B 4 T Devceiniertace. b
* I Funcien Froties a B T Miemhccass MiwAccais-Datalt

» B L4L7 Davices
+ I irocwd Devices
* I Devices Selcion Fodces
* I Owpioyed Graph nstances
* I Caployed Davices
T wibans Uasagamart Corguranen |
* I Ovior Masapars.
» B Crassis

2.Graph

Gl e [y

3. FG1500 Paramatars

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
Fortinet Technologies Inc.

Deploy the firewall device with shared interfaces through multiple service graphs

107



Deploy the firewall device with shared interfaces through multiple service graphs Installation Variations

Verify Device Selection Policies Creation

» B Appacann Praties o % ACTIONS -
» 88 Neswseting
« Coneact Hame trach e [ [—

1 L447 Service Farametees i
B Sacuney Poiicien ApseE AppaDE AppaDE CamaZFGisH
» O Toabiashcol Fobces | resen Roptitien Aosainen DemizFGI0
» B Montonng Posoes
.-

4 L rvice Graph Tempiates.

bV AppieDB

» " sppiaiven

» I floue conbpuritens

» I Funcaen Praties

I g !hﬂwnmr’nmnrn

* I Duployed Devices

a aagarma Combpuraen for LEAT duwoes
* I Device Masagers
» B Crassis

Verify Service Graphs Deployment

Deployed Graph Instances §i
B G S 3 i
4 2 TananiDeme2
» B Apohcasen Proties o*
* B Notscring P—y— Cortruc Covtainea by s [—
447 Sarvics Farametes
L S P Apsiier Azomives Tanant Dama2 aspies
sbiashoal Pobcies Ao Hoph0B - ]
—
< Geaph Tangeates
b ¥ A0
» = Agpven
» B Rouw conpuranons
2 ribgurnien lor LELT duvices
o [T O PurPage 18w Daplaring Otiec 12012

108 FortiGate Connector - Cisco ACI v.1.3 - Administration Guide

Fortinet Technologies Inc.
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Sysiem Tenants. Fabnc VM Networking L4LT Services
CISCO

ALL TENANTS | A Tosant | Search: [ EEEERRERGREE | commen | DemaZ | forinet 13 | infa | mgmi

B Virtual Device - FG1500-vrf1 i

o% [ 100 |
Froperties

Deploy the firewall device in a one-arm configuration with policy based redirect

Prerequisites

« Fabric Access Policies creation relating to:
« VLAN Pools
o Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch Policies
o Layer 4-7 Device Package has been imported into Cisco APIC
« Layer 4-7 Policy Based Redirect required (Cisco ACI 2.x above)
« Dynamic EPG Notification (optional)
« Separate Firewall Bridge Domain. Required for Policy Based Redirect

For N9K93128TX, N9K9396PX, and N9K9396TX switches, the service appliance must
not be in the same leaf switch as either the source or destination endpoint group.
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Basic Topology

172.16.0.254/24 |Cluster interface - Internal

Consumer
M®
Provider
Web App Db Fortigate

Work Flow:

Create Tenant (“acidemo” in our example)

Create VRF (“acidemo_vrf” in our example)

Create 3 Bridge Domains (“web”, “app”, and “db” in our example)
Associate Bridge Domains to VRF

Create 3 EPGs (“web”, “app”, and “db” in our example)

2 U

Associate EPGs to Bridge Domains (EPG “web”, “app”, and “db” are mapped to Bridge Domain “web, “app”, and
“db” respectively in our example)

Create Dedicated Firewall Services Bridge Domain and Subnet on Cisco APIC
8. Create L4-L7 Policy Based Redirect on Cisco APIC
9. Create Go-To mode Device on Cisco APIC and define 2 logical interfaces
10. Create Functional Profile
11. Create Service Graph Template
12. Deploy Service Graph Template
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Configuration

Create Tenant, VRF and 3 Bridge Domains on Cisco APIC

M Quick Start
4 -'li Tenant tenant_acidemo |
4 I Application Profiles
4 & 3-Tier-Application
4 I Application EPGs
» ® EPG app
» ® EPG db
» ® EPGdb2
» ® EPGweb
» Il uSeg EPGs
MW L4-L7 Service Parameters
4 I Networking
4 W Bridge Domains
b ™= FywSvc_External
b *= FwSvc_Internal
b ™= FwSvc_OneArm

[ aceme v

» Il External Bridged Networks
» I External Routed Networks
» I Protocol Policies
I L4-L7 Service Parameters

» I Security Policies

Create 3 EPGs

Tenant tenant_acidemo E . .
Application EPGs
M Quick Start
4 A+ Tenant tenant_acidemo
4 I Application Profiles Q 4

4 & 3-Tier-Application

« Name Description
| » @ EPG app See

| > Q EPG db db

» ® EPGdb2 db2
»
-
» I uSeg EPGs

Il L4-L7 Service Parameters
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Associate EPG “web”, “app”, and “db” to Bridge Domain “web”, “app”, and “db” respectively

Web
Tenant tenant_acidemo B EPG - web
M Quick Start
4 A Tenant tenant_acidemo
4 I Application Profiles
- . 3-Tier-Application
4 M Application EPGs < i 100
» @ EPG app :
» ® ErGdb Properties
» ® EPGdb2 Description: | optional
| [CFews]
» B uSeg EPGs Tags: -
I L4-L7 Service Parameters enter tags separated by comma
4 I Networking Alias:
4 I Bridge Domains uSeg EPG: false
b & FuSve_Exteral I peTag(sclass): 49159
» ®= FySvc_Internal QoS class: Unspecified -
b == FySyc_OneArm Custom QOS: sclect a value v
> = app Intra EPG Isalation: Unenforced
[ ]
» = o Preferred Group Member: SRS
b = web Configuration Status: applied
4 M VRFs Configuration Issues:
» ﬂ acidemo_vrf Label Match Criteria: m—,
» I External Bridged Networks Bridge Dﬂmim[m‘ - @
» [ External Routed Networks Resolved Bridge Domain: tenant_acidemo/web
» Il Protocol Policies Monitoring Policy: select a value -
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App

Tenant tenant_acidemo

Il Quick Start
4 & Tenant tenant_acidemo
4 I Application Profiles
4 & 3-Tier-Application
4 IR Application EPGs

» © EPG db2
» © EPG web
» I uSeg EPGs
I L4-L7 Service Parameters
4 I Networking
4 M Bridge Domains
» ®= FywSvc_External
b &= FywSvc_Internal
b &= £ySve_OneArm
b = app
> = gp
b = gho
b = b
4 I VRFs
» ﬂ acidemo_vrf
» I External Bridged Netwarks
» I External Routed Networks
» I Protocol Policies

Deploy the firewall device in a one-arm configuration with policy based redirect

BEE

» g EPG db

EPG - app

(e 4
Properties
Description: | optional

Tags:

enter tags separated by comma
Alias:
uSeg EPG: false
pcTag(sclass): 49157
QoS class: Unspecified v
Custom QoS: select a value -

Intra EPG Isolation: Unentorced
—

Configuration Status: applied
Configuration Issues:
Label Match Criteria: AtleastOne »

@

Resolved Bridge Domain: tenant_acidemo/app
Monitoring Poliey: solact o value -
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DB

Tenant tenant_acidemo

MW Quick Start
4 & Tenant tenant_acidemo
4 I Application Profiles
4 & 3-Tier-Application
4 I Application EPGs
» ® EPGapp

» ® EPG db2
» ® EPGweb
» I uSeg EPGs
MW L4-L7 Service Parameters
4 I Networking
4 M Bridge Domains
b *= FySvc_External
b *= FywSve_Internal
b = FySve_OneArm
b = app
b= g4
b = gh2
b = web
4 I VRFs
> ﬂ acidemo_vrf
» I External Bridged Networks
» I External Routed Networks
» I Protocol Policies

Installation Variations

= EPG - db
o¥
Properties

Description: optional

Tags:
enter tags separated by comma
Alias
uSeg EPG: false
I pcTag(sclass): 32775
QoS class: Unspecified -
Custom QoS: select a value -

Intra EPG Isolation: Unenforced
Preferred Group Member: =TT m

Configuration Status: applied
Configuration Issues:
Label Match Criteria: AtleastOne v

Bridge D

Idh

in:| tenant_acid

Resolved Bridge Domain: tenant_acidemo/db
Monitoring Policy: select a value -

Create Dedicated Firewall Services Bridge Domain and Subnet on Cisco APIC

Uncheck Endpoint Dataplane Learning and Create a Subnet. This Subnet IP will be used later in the default route

on the Fortigate.

Tenant tenam_acicemo L}
I Quick Start
4 & Tanant tenant_acidemo
» I Application Profies
4 I Networking
4 M Bridge Domains
b = FuSve_External
» ®= EySyc_intemal

» I DHCP Relay Labels
B L4-L7 Service Paramaters

+ [ ND Proxy Subnets
» -
b -
» -
L]
» I vAFs
» I Extornal Bridged Networks
» I External Routed Networks
* I Protocol Policies
I L4-L7 Service Paramesers
» I Security Policies
+ I Troubleshoot Polices
+ [ Monitoring Policies

114

Bridge Domain - FwSvc_OneArm

o [ 100§
Properties
Mama: FwSve_OneArm
Description: | optonal
Y
Legacy Mode: No
VRF: tanant_scidemo/acide « (B
Resclved VAF: wrt
..
L3 Unknown Mullicast Fleoding: Optimized Flood
e e
P[]
IGMP Policy: select an option -
ARP Flooding: [+
Endpoint Dataplane Learning: [ |

End Point Retentlon Policy: sciuct  value -
Thi pokcy onfy appiees 10 ocal L2, L3, and remote L3 entries

i
—
B oo

Stats Health Faults Histary

Advanced/Troubleshooting

ACTIONS ~
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Create L4-L7 Policy Based Redirect on Cisco APIC

The IP Address will be the same IP assigned to the Fortigate internal interface later. The MAC Address is the
same as the physical interface MAC on the Fortigate. This can be obtained with global Fortigate CLI command

“diagnose hardware deviceinfo nic <port>”

4 I Networking

» Il Bridge Domains

» I VRFs 'e) i

» I External Bridged Networks

» BB External Routed Networks Properties

4 M Protocol Policies Name: FGT_OneArm
» M BFD Description: | optional
» PV
» I Route Maps Destinations:
» I BGP

» MW OSPF
» B8 EIGRP 172.16.0.254

- P

» I IGMP Interface

» Il IGMP Snoop

» MW Custom QOS

» I End Point Retention

» I DHCP

» I ND Interface

» I ND RA Prefix

» I Route Tag

4 I L4-L7 Policy Based Redirect
IL:=]. FGT_External
El FaT_intemal

& FaT_oneAm

L4-L7 Policy Based Redirect - FGT_OneArm

MAC

90:6C:AC69:E8.CD

Create Device with Go-To mode with 2 logical interfaces on Cisco APIC (“internal” and

“external”).

We will only utilize internal.

[r—— B = )

s kel | 417 Devices - FGT1500D-1.3-OneArm
I uick Start

4 & Tenant tenant_acidemna
* I Application Profiles o i
» I Networking

I L4-L7 Service Parametors oed:
Name: FGT15000-1.3-OneArm
* I Security Policies

> B Troubleshoot Poldiss Dovice Package: Fortinet-FGAPIC-1.3
Sendca Type: Firewall
» I Monitoring Policies Baos Typa: FHITBICAL
4 I L4-L7 Services Physical Domain: FWDomain - @
» B L4-L7 Senvice Graph Templates . F
+ I Router configurations e r po——
+ Il Function Profiles m
4 M La-L7 Devices
» & roTi5000-13L2
» n FGT15000-1.3-L3
+  FoT15000-1.3-L3_PeR
+ & FGT15000-1.3-OneAm
» M imporied Devices
» I Devices Selection Policies
+ I Doployed Graph Instances
* M Deployed Devices
Tl inband Management Conliguration for L4-LT devices
+ I Davice Managors
» I Chassis

« Credentials
Usemame: ragt
Password: e
Confirm Password: ...

Configuration State
Configuration lssues:
Davices State: stable
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Maragement Port  Imerfaces

443

Port26 (Pod-1/Nado-102ath 148}

Management Port: 443

= Name Caoncrete Imerfaces

ACTIONS =

porm— Device pori26]

vevices
Management
* Mame Address
Dovicat 10.100.21.30
Cluster
Management I Address. 10.100.21.39
Device Manager: solact o value
Cluster Inferfaces:
Type
[sooeume
Lo

omy Do iportze]

l

sunwus.me] susmIT ]

RESET |
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Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

Create L4-L7 Services Function Profile

Create Function Profile
Name: L3_OneArm

Description: opliona |

Copy Existing Profile Parameters: [/]
Profile: Fortinet-FGAPIC-1.3/Basic-Firewall-Policy - @

Features and Parametars

In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -Default.

Features: Basic Parameters

Name
DeviceNetwork .
| El & 4 2 Device Config Device
1 G+ O monorus o . |
%] » L Devicelnerface internal false false
E3 B 4 - Function Config Functon |
] B & ¥ ) Network MNetwork false false

suBmIT | CANCEL |

Functional Profile Objects Explanation:
Device Config

Contains External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the interfaces
(typically external and internal) that will be associated to the VDOM. We will delete the external interface since it
is not utilized.

Function Config

Function Config consist of:

o Network
« Thisfield is use for configure Static Routes for IPv4 and IPv6.
« Policy and Objects

This folder is the container for following list of folders:

o FWServiceFolder — Firewall Service Object container

« |Pv4/IPv6 DoS Policy — Dos Policy configuration

o IPv4/1Pv6 FirewallAddresses — Firewall Addresses Object container

« |Pv4 Policy — Firewall Policy Rule container

o |Pv4 FirewallAddresses Group — Group folder for “Dynamic EPG” feature
» ScheduleFolder — Schedule container

Installation Variations
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« VDOM-Folder

Deploy the firewall device in a one-arm configuration with policy based redirect

« VDOM internal and external interfaces

For this use case, internal is going to be shared for all service graph deployments. The Device IP Address will
need to match the Policy Based Routing destination. Change the VDOM interfaces both to internal.

Edit Function Profile

Click row to edit value

Features:

Al

Basic Parameters All Parameters

Folder/Param Name Value

El & 4 - Device Contig Device

G5 O 4 ook
B &2 b [ AllowAccess AllowAccess. ..
B & =] Device IP Addres... IPAddress 172,160,254 | false
[ ) =]/ Device IP Netma... IPNetmask 256.265.255.0 | false
=] =] Device IPv6 Add... IPv6IPAddress :: false
[ %) ]| Device IPv6 Net... IPvBIPNetma... 0 false
B # =] Interface Addres... mode static false
B & =]/ Interface IPv6 Ad... IPvéMode static false
Ed © 4 J Function Config Function
[ ] b ) Network Network
X =] » [l Policy and Objects  PolicyObjects
[ x =) 4 ¥ VDOM-Folder vdom-folder
[ <= =]/ VDOM Interface ... VDOM-exter... | internal false
B @ =]/ VOOM Interface ... VDOM-internal [ internal | faise

Mandatory

Locked

false
false
false

SUBMIT || CANCEL |

A single default route is needed and should point to the Dedicated Firewall Services BD Subnet IP Address.

FEATURES AND PARAMETERS

Features:

Al

Basic Parameters

All Parameters

Meta Folder/Param Key
4 ¥ Function Config
4 ' Network
4 ) static Routes

» L) IPv4 Static Route
4 'V IPv4 Static Route
=] Route Destination IP Address
=]/ Route Destination

<] Device Interface

= Administrative distance

=] Gateway IP Address

=] Administrative priarity

=] sequence Number of Route

Name Value

Function

Network

StaticRoutesF...

IPv4StaticRoute

IPvaStaticFou. ..

DestinationlPAL. 0.0.0.0 true
D .{__ 0000 true
Devicelnteriacd_internal | true
Distance 10 true
omamayPaso 721601 ] e
Priority 1] true

Soqorconn[ 0] e

Mandatory

Locked

false

The Firewall Policies should utilize the same incoming and outgoing interfaces since this is a one-arm

configuration.
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FEATURES AND PARAMETERS

Features: Basic Parameters

Meta Folder/Param Key Value Mandatory Locked Shared

» L IPv4 FirewallAddresses IPv4FWAddre. .. false

4 ) IPv4 Policy IPv4FWPolicy... false

4 S F\wwnlanIcyRuleID(Number false

=] Action(accept/denylssi-vpn) Action accept false false

Al » ) Destination Address or VIP DestAddrVIP false

3 oo nrcel S B

» ) LoggingOptions Logaing false

=] Name Name Internal false false

=] OrderNo OrderNo 10 true false

=] Outcoming interface(internaliexte... Outinterface false false

» [ SecurityProfiles SecurityProfiles false

» [ Source Address Folder SrcAddrFolder false

Create Service Graph1 for Web and App

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps. (Please check “Route Redirect” option box to enable Policy
Based Routing)

tenant_acidemo =
hisontosnsivres kel | 4.1 7 Service Graph Template - L3_OneArm_SGT ;
I Quick Stant
4 & Tanant tenant_acidemo Topology Policy Faults Hastory
» I Application Profiles o
» I Networking

Consumer Provider

I L4-L7 Servico Parameters
» B Security Policies ] = P
» I Troubloshaot Policios FGT15000-1,..

+ I Manitoring Policies

4 I L4-LT Services N1 d
4 M L4-LT Servico Graph Templatos.
k% L2 DB_SG FGT15000-1 3-Onakm information
b %" L3_AppDB_SG Firewall: Routed
} %* L3_OneArm_8GT L Profile: L3_OneAm
b %* LI_PBA_SO Route Redrect: true

b L3 WebApp SG

Deploy Service Graph1 Web to App

Once we combine the Firewall configuration and associated device together, we are ready to deploy Service
Graph 1.

L4-L7 Service Graph Template - L3_OneArm_SGT i

I Quick Stan

4 & Tanant tenant_acidemo Policy Faults History
+ I Application Profies o
» I Notworking

Consumer Provider

I L4-L7 Service Parameders
+ I Security Policies c = P
» I Troutseshoot Policies FGT15000-1...

» I Monitoring Policies

4 M L4-L7 Sorvices N ®
4 I L4-L7 Service Graph Templates
b v L2.08_SG FGT15000-1.3-Orshem Infomation
b % L3 AppDB_SG Firgwall; Routed
* %" L3_Onafrm_SGT 1 Profiie: L3_OneArm
bt L3 PBA_SG W Apply L&-LT Service Graph Template Route Redirect: true

b N L3 WobApp_SC [#] EdtL4-L7 Service Gragh Tempiate
» B Routor configuratior ] Detete
» I Functon Prafies | oy
» I L4-L7 Devices V]
» I imporied Devices
» I Davices Saloction F

Remove Felated Copects Of Graph Template
Saveas .

B rost..
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On next screen select the Consumer and provider EPGs (“Web” and “App”) and assign a contract name or select a
pre-defined contract. For Policy Based Redirect, it is recommended to apply a filter and only redirect applicable
traffic.

Apply L4-L7 Service Graph Template To EPGs

STEP 1 > Contract 1. Contract 2. Graph
Config A Contract Between EPGs
EPGs Information
Consumer EPG / External Network: | tenant_scidemo/3-Tier-Applicatio -l@ Provider EPG / Internal Network: |tenant_acidemao/3-Tier-Applicatio « w o
Contract Information
Contract: @ Creats A New Contract ) Choase An Existing Contract Subject

Contract Name:| acidemo-webtoapp

Mo Filbar (Allow All Traffic): [|

Fitor Entrios: x

Next screen select the logical interfaces (“app” and “web”) defined during the creation of Layer4-7 Device.

Tenant tenant_acidemo E .
Rl B LC) | - Interface Context - consumer
» IM External Bridged Networks

» I External Routed Networks
» I Protocol Policies

o ¥
W L4-L7 Service Parameters e
» I Security Policies Properties
» M Troubleshoot Policies Connector Name: consumer
» M Monitoring Policies Cluster Interface: | internal | &

4 I L4-17 Services
4 M L4-L7 Service Graph Templates
P & L2_DB_SG
b “* L3_AppDB_SG
b %* L3_OneArm_SGT Permit Logging: []
Subnets:

Associated Network: BR=IEEERe LT ET L3 External Network ‘

Bridge Domain: | FwSvc_OneArm .| @
L4-L7 Policy Based Redirect: tenant_acidemo/FGT_ @

» ~* L3_PBR_SG
b ~* L3_WebApp_SG IP/Mask Scope

» I Router configurations
. ) ]
» I Function Profiles Select
» I L4-L7 Devices

» I Imported Devices
4 I Devices Selection Policies Virtual IP Addresses:

4 ﬁ acidemo-webtoapp-L3_OneArm_SG...

I I

@ provider MNe
[ W T N S ", Select
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Due to an APIC GUI bug, it is necessary to select the incorrect BD now causing the SGT to fail to deploy. Select
common/default, it will get remedied in the next steps.

Select the Device Selection Policy created by the previous step, consumer connector. Change to the correct BD,
FwSvc_OneArm in our example. Make sure the cluster interface is set to internal.

Tenant tenant_acidemo E

» I External Routed Networks
» Il Protocol Policies
I L4-L7 Service Parameters
» I Security Policies
» I Troubleshoot Policies
» Il Monitoring Policies
4 MW L4-L7 Services
4 W L4-L7 Service Graph Templates
P ~* L2_DB_SG
> ~* L3_AppDB_SG
P %" L3_OneArm_SGT
» ~* L3_PBR_SG
P " L3_WebApp_SG
» [ Router configurations
» I Function Profiles
» I L4-L7 Devices
» I imported Devices
4 MW Devices Selection Policies
4 [ acidemo-webtoapp-L3_OneArm_SG...
& consumer

&l provider

Logical Interface Context - provider

(S 4
Properties
Connector Name: provider
Cluster Interface:| internal vl @
Associated Network: BR=IEEERGTE L3 External Network ‘
Bridge Domain:| FwSvc_OneArm vl P
L4-L7 Policy Based Redirect: tenant_acidemo/FGT_ « )
Permit Logging: []
Subnets:
IP/Mask Scope

Virtual IP Addresses:

« |P Address

Now change the provider connector. Change the BD and cluster interface.
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Verify Service Graphs Deployment

Deployed Graph Instances

» I VRFs

» I External Bridged Networks
» I External Routed Networks 8 i
» M Protocol Policies

Service Graph Contract Contained By State

M L4-L7 Service Parameters
» I Security Policies
» I Troubleshoot Policies
» I Monitoring Policies

| L3_OneArm_SGT acidemo-webtoapp Tenant tenant_acidemo applied

4 [ L4.L7 Services
4 W L4-L7 Service Graph Templates
b %* L2_DB_SG
b V" L3_AppDB_SG
b %" L3_OneArm_SGT
b %* L3_PBR_SG
b 5" L3_WebApp_SG
» I Router configurations
» I Function Profiles
» I L4-L7 Devices
» I imported Devices

+ I Devices Selection Policies

| b %* acidemo-webloapp-L3_OneArm_SGT-tenant_acidemo M

4 M Deployed Devices ‘

¥ %" FGT15000-1.3-OneArm-acidemo_vrl

(=]
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Verify Device Deployment

Virtual Device - FGT1500D-1.3-OneArm-acidemo_vrf

o¥ 100

Properties
Devices: FGT1500D-1.3-OneArm
|Vinual Device ID: 5795
VRF: acidemo_vrf
Operational State: stable
ACKed Transaction ID: 10002
Current Transaction ID: 10002

Cluster Interfaces: | ogical Interface Encap

FGT1500D-1.3-OneArm_internal vlan-972

The Virtual Device ID is the VDOM ID which has been deployed to the Fortigate. The VLAN indicated has been
applied to the interface created on the Fortigate under this VDOM for the internal interface.

Verify Fortigate Deployment

Verify the Network interface has been configured correctly.

7 admin~

=°= FortiGate 15000 FG1K5D3116802243

& 5795

FLIATINET.
ForiGate 15000
i FortiView 2 M%" R AR R %%%%ana% T
(=f=f=F=l=J=1=F=] aall oooQ
s} Network it ] poooooon lilallesall cooo
m MOMIZ 2 4 6 8 W12 M1 MM MBIMOR MMWO
Packet Capture o CreateNew v | [#Edit | g Delete EET v role  Alphabetically
WAN LLB
T Status T MName T Members T IP/Netmask T Type T Access T WVirtual Domain T Ref.
'WAN Status Check Physical (2)
WAN LLB Rules 2 © port2é 00000000 @ Physical Interface & oot 1
Static Routes : [172.160.254 255.255.2550 | @vian PING 3

Policy Routes

Verify the static route has been configured correctly.
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=o= FortiGate 1500D FG1K5D3116802243 ) admin »

& 5795 ¥ dCreateNew [#Edit [ Clone Fi Delete
| FortiView
I+ Network
Interfaces
Packet Capture
WANLLE
WAN Status Check

’ T Destination = T Gateway = T Interface & T Comment %
-

172.160.1 port26_v972

WAN LLE Rules

Policy Routes
RIP

Verify the Firewall Policy has been configured correctly. This policy shows trafficincoming and outgoing on same
interface. No traffic has been seen yet matching this policy.

22 FortiGate 15000 FG1K5D3116802243 2] ( admin =
& 5795 Y| deCreateNew [# Edit Ff Delete Q) Policy Lookup | QSearch e A8 By Sequence
e FortiView > Seq# T Mame | T Source | T Destination T Schedule T Service T Action T NAT T SecurityProfles T Log T Bytes

o Network il 5 port26 v972 (port26) - port26 v972 (port26) (1- 1)

£ System B Ban Bal [Gaways AL« ACCEPT @ Disabled

I, Policy & Objects
IPv4 Palicy

B[] implicit (2-2)
Bl 2 implicitDeny  [Z 2l

B an [ always @Al  @DENY © Disabled

IPv4 Access Control List
1Pv4 Do Policy

Verify the dynamic EPG address group has been updated.

FortiGate 1500D FG1K5D3116802243

| & 5795 V| ==CreateNew » [# Edit [ggClone Tif Delete |QSearch
e FortiView > Name Type Details
£ System > Adobe Login Wildcard FQDN  “.adobelogin.com
I'!' Policy & Objects v Gotomeeting Wildcard FQDN  “gotomeeting.com
IPvé4 Policy SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200- 10.212.134.210
) Windows update 2 Wildcard FQDN  “windowsupdate.com
IPv4 Access Control List i
adobe Wildcard FQDN  *adobe.com
IPv4 DoS Policy Ban Subnet 00.0.0/0
android Wildcard FQDN *android.com
Internet Service Database apple Wildcard FQDN *apple.com
Services appstore Wildcard FQDN *.appstore.com
Schedules Y auth.gfx.ms FQDN auth.gfx.ms
i autoupdate.opera.com FQDN autoupdate.opera.com
Virtual IPs
iﬂ citrix Wildcard FQDN *citrixonline.com
IP Pools dropbox.com Wildcard FQDN *dropbox.com
Traffic Shapers B dyn_app_10.02.11 Subnet 100.2.11/32
Traffic Shaping Policy & dyn_app_10.0.2.12 Subnet 10.0.2.12/32
& Security Profiles > | & dyn_db_10.0.3.11 Subnet 10.0.3.11/32
QO VPN 5 & dyn_epg_addr_none Subnet 0.0.0.0/32

Generate some traffic such as ping to verify connectivity.
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Check to see if the counters have increased.

A 5795

- Create New  [# Edit  fif Delet Q, Policy Lookup | Q) By Sequence
[ FortiView Seq# Mame Source Destination Schedule Service

J+ Network
£ System
I Policy & Objects

Security Profiles Log Bytes
] port26_v972 (port26) - port26_v972 (port26) (1- 1)

1 internal Ban Ban [ always @AL v ACCEPT O Disabled

|Pvé Policy

M 2 implicitDeny [Eal

B al [ alway @ ALL @ DENY

© Disabled
|Pvd Access Control List
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rollback redirect

APIC Infrastructure and FortiGate rollback

Upload and unload device package

Add and Delete device, FortiGate should clean-up previous configuration.
Dynamically modify and update policies

Detach and Attach service graphs

o o0Dd =

Delete tenants while service graphs in use.
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Basic Troubleshooting

Verify Service Graph deployed

If Service Graph Deployed failed:
Navigate under Tenant > Deployed Graph Instances to check the state of the deployed graph.

If state is failed apply, then go down one level to the Deployed Graph Instances and navigate to the Fault
tab to check the error log. Any error code in 1000 range are relating to FortiGate while others belong to APIC

Currently we only have the following error code:

1010 Configuration Error in device configuration
1020 Configuration Error in function configuration
1030 Internal Error -3
1040 Internal Error -4
1050 Internal Error -5
1070 Feature not available
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SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

() EFG DESrv
@sen Ql*
M Contracts
- CONTRACT STATE SERVICE GRAPH CONTAINED BY FUNCTION NODES
M static Bindings (Paths)
B Static Bindings (Leaves) contract failed-to-apply Test2sG Tenant Ten2 Firswzll

I Static EndPaint
I Subnets
M Domains (VMs and Bare-Metals)
M VM Attributes
I Management IP Address Pools
I L4-L7 Service Parameters
® ersout
() EPG Test:
() EPG Test3
EI® erctest2
1 L4-L7 Service Parameters
B Networking
I 417 Senice Parameters
Security Policies
Troubleshoot Policies
Monitoring Policies
1417 Senvices
L4-L7 Service Graph Templates
[+ DemoserviceGraph
B Testase
[ 2] Function Node - Firewall
& external
B intemal
[l I Function Profiles
DemoFPGroup
B ) profileGroup
Elrestz
[ L4+-L7 Devices
ERE Feviioon
Imported Devices
Devices Selection Policies
Deployed Graph Instances
J+v* L3contract-TestasG-Ten2
Deployed Devices -

il -é| e SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

on | Ten2 | memt | infr

TOPOLOGY

£
S N SEVERITY  ACnOWLEDGED CODE CREATION TIME LAST TRANSITION AFFECTED OBJECT UFECTE DESCRIPTION
Security olicies i Terg/Gptine Clunf Senice araph o tenant Ten? could not be
Troubleshoot Poliies ° Forss Grphrenderingfaled  ISOSITSISATI0 s Tsasssne  Tdbetemeentad ity etiing e s eptos s Terar
Monitoring Policies AL
7 Services uniftn-Ten2Graphinst_C-{uniftr-
e Tenajbrc dermocontadiL G funtr- Faled to form relation to MO unifinfra/mDer-
[ 1417 Service Graph Templates ] F1307 resolution-failed 2015-09-17T16:15:41.568-07:00 2015-09-17T16:16: g Retaining 0jmFuncf
moServiceGray Ten2]/Nodelrst FirewalFConninst- xtemal of class wstConn
Mniniicsl ‘ternaljrsMConnAttinst

nitn-Ten2/Graphinst_C-[unitn-
Ten2/bre-democontract]-G-{uniftn- Failed to form relation to MO uni/infrajmDev-

o F1307 resol tion-failed 2015-09-17T16:15:41.670-07:00 2015-09-17T16:16: g Retaining OfmFunc-
Ten2lNoceist FrevalFCaninst: internal of class nsMConn
internal/rsMConnAttinst

Detices Selection Poicies
[ 8 D=ployed Graph Instances
B+ cemocontract Test2s6-Tenz
{8l Function Noce - Frevl
18 Deployed Devices.
/= FoUMi000-Netuiorkt
88567 Device Confguration
88055 Device Corfiguraton
BB cemocontract Test2SG-Ten

Service deployed but parameters missing

If Service deployed but certain parameters not showing up on Fortigate, please follow the below steps:

1. Navigate to Tenant> Provider EPG>L4-L7 Parameters, ensure the missing parameters are listed.If not,
double check the functional profile to confirm the configuration
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Figure 1.

alialn SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES

CIsco
AL enanTs | apoTenant | Search: [ENETERCIIN | cormon | Tenz | memt | infra |

L4-L7 Service Parameters

OPERATIONS

Tenant Ten2

B Quick Start
B &+ Tenant Ten2
[ #pplication Profiles
&
S pplication EPGs META FOLDER/PARAM KEY CONTRACT NAME 'SERVICE GRAPH NAME SERVICE FUNCTION NAME FOLDER/PARAM INSTANCE NAME  VALUE
EE® e oes EEM Fireval FolicyRule. democontract Firevall
E@cen EEME Fireval FolicyRule. democontract Test25G Firevsall 20
B Contracts ERBN Firevaliservice democontract Test256 Firewall AL
I Stotic Bindings (Paths) democontract Test25G Firevrall ALL_TCMP
I Stotic Bindings (Leaves) democontract Test25G Firewall ALL_TCP
I Stotic EndPoint democontract Test25G Firevrall ALL_UDP
B Subrets democontract Test256 Fireveall Adobe_Login
1 Domains (VMs and Bare-Metals) demozontract Test2SG Firewall DeviceRouter-DefauitL
M Attributes democontract Test2SG Firewall Gotomesting
M 1'anagement 1P Address Pools democantract Test2s6 Firewall HTTP
democentract Test2sG Firgwall HTTPS
EE®cercout democontract Test2sG Firewall None.
EI®eratest democontract Test2sG Firevall SSLVPN_TUNNEL_ADDR1
EE® eraTests democentract Test2sG Firevall VM2
FI® erotestz democontract Test25G Fireviall Windows_update_2
I L4-L7 Service Parameters democontract Test25G Fireviall adobe
Networking democontract Test25G Fireveall all
17 Service Parameters heduleRecurring democontract Test25G Fireviall always
ity Policies ireviallAddress democontract Test2sG Fireviall android
Troubleshoot Policies irewall Address democontract Test25G Firevrall apple
Monitoring Policies EEBN FirevallAddress democontract Test25G Firewall appstore.
-] L7 Senvices EEI Firevalladdress democontract Test256 Fireveall authgfxms
[ 1417 Service Graph Templates R Firevalladdress democontract Test2S5G Firewall autoupdate opera.com
BB DemosenviceGraph R Firevalladdress democontract Test2S6 Firzveall citrix
- Testese R Firevalladdress democentract Test2s6 Firzveall dropbox.com
— = g . —— —

2. If yes, login on to Cisco APIC controller to examine the debug log. The debug log is located at
/data/devicescript/Fortinet.FGAPIC.1.3/1logs andthe logfile nameis debug.log. Examine the
log file and grab fields with“[10.160.11.103, <xxxx>]:”formats and scan through the logs associated to
the parameters in question.

3. If all failed, please forward the entire captured log to Fortinet Technical Assistance Center for further
troubleshooting.

128 FortiGate Connector - Cisco ACI v.1.3 - Administration Guide
Fortinet Technologies Inc.



Basic Troubleshooting Service deployed but parameters missing

FortiGate Connector - Cisco ACI v.1.3 - Administration Guide 129
Fortinet Technologies Inc.



Fi:RTINET

High Performance Network Security

Copyright© 2017 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet,
Inc., inthe U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company
names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and
actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein
represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written
contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified
performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For
absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any
commitment related to future deliverables, features, or development, and circumstances may change such that any forward-looking statements herein are not accurate.
Fortinet disclaims in full any covenants, representations,and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify,
transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.




	Change Log
	Overview
	Licensing
	Terms and concepts
	FortiGate VDOMs
	FortiOS RESTful API
	North/South and East/West Traffic


	Features
	Supported Features
	Baseline features from v.1.0 to v.1.1
	Additional features added in v1.2
	Additional features added in v1.3

	Unsupported Features

	Supported Fortinet Products
	Models
	Unknown models

	Firmware Versions

	Prerequisites
	Cisco Side
	FortiGate Side
	Physical Firewall
	VM Firewall


	Components of the Device Package
	Device model or specification
	Device script
	Directory of supporting files
	Image file or directory

	Operational modes
	Go Through Mode (Layer 2)
	Go To Mode (Layer 3)
	Multi-tenant multi-device support

	New Feature Deployment Guide
	IPv6
	IPv6 Interface Configuration
	IPv6 Policy
	IPv6 Dos
	IPv6 Virtual IPs

	Firewall Port Forwarding (Destination NAT)
	IP Pool Configuration
	IPv4 Virtual IPs
	DNAT Enable on Policy

	Device Health
	Interface Statistic
	Dynamic EPG Notification

	Supported use scenarios
	Physical Fortigate
	Go-Through Mode for west-east traffic within data center in ACI.
	Go-To Mode for north-south traffic for Web Server to access DataBase server i...

	Virtual Fortigate
	Go-Through Mode for west-east traffic within data center in ACI.
	Go-To Mode for north-south traffic for Web Server to access DataBase server i...


	Deployment Procedures
	Device package installation
	Service Deployment
	Importing the Device Package
	Remove Device Package

	Basic Steps to add Fortinet Firewall L4-L7 Virtual Device
	Add L4-L7 Device
	GENERAL
	CONNECTIVITY
	CREDENTIALS
	Device 1
	Cluster
	Create Functional Profile Group
	Create a Function Profile
	Review

	Service Graph
	Create Service Graph
	Deploy Service Graph
	Modify Service Graph
	Remove Service Graph
	Service Graph deployed


	Installation Variations
	Deploying Data Center Layer 2 Segmentation with Cisco ACI and FortiGate
	Pre-requisites
	Work Flow
	Configuration

	Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate
	Introduction
	Prerequisites
	Work Flow
	Configuration

	Deploying Firewall Service for North-to-South traffic with OSPF
	Introduction
	Prerequisites
	Work Flow
	Configuration

	Deploying High Availability Service with Cisco ACI and FortiGate
	Pre-requisite
	Work Flow

	Deploying Firewall service with Fortigate-VM and VMware
	Pre-requisite
	Work Flow
	Configuration

	Deploy the firewall device shared by multiple service graphs
	Pre-requisite
	Work Flow:
	Configuration

	Deploy the firewall device with shared interfaces through multiple service gr...
	Pre-requisite
	Basic Topology
	Work Flow:
	Configuration

	Deploy the firewall device in a one-arm configuration with policy based redirect
	Prerequisites
	Basic Topology
	Work Flow:
	Configuration


	APIC Infrastructure and FortiGate rollback
	Basic Troubleshooting
	Verify Service Graph deployed
	Service deployed but parameters missing


